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Description of Participants’ Drawings

The original mental model drawings of the individual participants were handwritten and in German. In order to ensure
participants’ anonymity we transcribed all drawings. Additionally, they were translated in English. The details to our study can
be found in our paper.1

I. BEFORE E2E

P1

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

A B 

Provider A 

Server 

Provider B 

Server 

Third-party provider 

and 

German intelligence 

SMS 

Provider A can 

read along 

Provider B can 

read along 

Actual meeting for 

exchanging the same key 

WhatsApp 

Server 

Provider B 

Server 

Provider A 

Server 

American intelligence 

can read along 

Provider A and German 

intelligence can read 

along 

WhatsApp can read 

along 

Provider B and German 

intelligence can read 

along 

Internet 

 

WhatsApp 

message 

1In Encryption We Don’t Trust: The Effect of End-To-End Encryption to the Masses on User Perception
S.Dechand, A.Naiakshina, A. Danilova, M.Smith in IEEE European Symposium on Security and Privacy, EuroS&P 2019



P2

Base
Provider
Vodafone

Satellite

SMS

X = other text messages Apps

Zentrale Erde

WhatsApp

Zuckerberg

X

German intelligence can
read along

People (WhatsApp
Company) can read along
Companies that profit from
the data

can read along!

Web-enabled

Internet

X
InternetIs packed into afile Is unpacked

WhatsApp
Encryption through
replacement of letters
e.g. by numbers,
symbols, etc.

People who read along

Decryption



P3

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Partner 

App 

German 

server 

Police Hacker 

Alien server 

 

 

Internet App 

Radio antennas 

Internet 

server 

Police 
Friend

s 

Police Hacker Pentagon 

Hacker 

Police 

Server 

Police Police 

Internet 

America 

or 

England 

Pentagon 

defence FBI 

CIA 

Police 

P3- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

App App 
German 

server 
Alien 

server 

WhatsApp German 

server 

Anti-programme 

Hacker 
Police 

saves Doesn’t save 



P4

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

UMTS-protocol: 

before sending 

data a key is 

generated with 

which the data 

is encrypted 

Internet 

Hacker, Facebook (App/… ) 

Key 

generated 

Facebook, 

Google, 

WhatsApp 

Hacker Hacker 

encrypted 

encrypted 

Should be encrypted 
Cell tower 

P5

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Mobile phone 
Mobile phone 

Encryption 

message 

Decryption for 

message 

Provider 

Provider 

Server 

Server 

WhatsApp 

Internet Internet 

German state 

Apps for 

espionage and 

other apps 

Provider can 

read along 

Biometrics (pictures) 

text content 

Audio data 



P6

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Receiver  

 

Server 

 

Memory 

Hacker 

Hacker 

Government 

Police 

Provider 

at home and abroad 

Decryption Encryption 

 

Provider 

Telekom 

Hacker e.g. O2 

(foreign espionage) 

Internet 



P7

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

My 

network 

operator 
His 

network 

operator 
SMS 

Private hacker 

State reads along everywhere 
USA can read along even more on 

WhatsApp 

His 

transmission 

mast 

My 

transmission 

mast 

N N 

Server 

Netlike 

Private 

hacker Servers‘ owner 
Admin 

Different 

network 

P7- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

N = 

Code 

 unrecognizable 

 

 N 



P8

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

III – IV 

Like  III 

Transmission 

mast 

Mobile  

phone 

IV 

 I 

 

Us 

Server Server Server 

III 

WhatsApp 

FB 

Own 

provider 

alien 

provider 

III 

II 

Hacker, government 

(own government) 

with direct access to the 

mobile phone (remote 

access on iOS/Android) 

Legal access: provider 

Illegal access: own (BND, defense of 

the constitution) and foreign 

government (NSA, Interpol) / Asiatic 

region Legal access: provider (abroad) 

Illegal access: foreign government (USA) 

(if NSA has agreement with FB: legal there, otherwise illegal hacking) 

Like               , if 

applicable other 

provider 

IV 

 

Satellite 

Hacker, government 

(own, foreign) 

Hacker, 

direct access 

I 

 

Server 

Operator of the 

transmission 

mast (legal), 

German 

government 

(legal), Hacker + 

foreign 

government 

(illegal) 

Transmission mast, next 

location (privatized) 

Like FB but 

inland server 

Legal: mobile provider (I), server 

operator (II), government (III) of 

the provider 

Illegal: Hacker, foreign 

government, own government 

without court order 

Mobile  

phone 

II 

II 

IV 

 

III 

Intercepts data 

on the way 

II 

Internet 
Internet 

I 

 

VPN 

P8- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Hello, 

Decryption to 

plain text 

Program (on mobile phone) 

YX, 

.... 

Encrypted 

server which is 

provided by the 

program, 

without record 

Type 

message (in 

plain text) 

YX, 

.... 

Encryption 

program 

Hallo, 

.... 

Encrypted 

code 

On mobile 

phone 



P9

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          Server 

Decrypts the message 
Encrypts 

 

Whatsapp 

company 

Server I Server II 

Hacker 

Telecommunications 

companies  
Intelligence services (Germany, USA, China, Russia,...) 

NSA 

Marketing companies 

Hacker (unknown) 

P10

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Write      encrypt      send      arrive      decrypt      read 

Mobile phone      radio tower      satellite      provider 

My friend 

 Criminals 

 Security agency (e.g. BND, FBI, …) 

(Mine and my friends’ 

one) 

They can read along 

Mobile phone      internet      Provider (WhatsApp)      satellite      my friend 

Hacker and so on They can read along 

 Criminals 

 Security agency (e.g. BND, FBI, NSA, …) 



P11

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

WhatsApp, third-party 

software, Trojan, MMS 

Man-in-the-middle 

Police 
* 

Message 

* 

Transmitting station 

* 

Register 

Mobile operator (Telekom) 

Register/ 

Router 

Where is 

the partner 
Mobile 

number 
Person 

Provider 
Provider 

Register/ 

Router 

Internet 

Server Register/ 

Router 

Transmitting station 

WhatsApp = Facebook 

Hacker, NSA (in 

general secret 

services) 

2 

3 

“Hacker” for 

getting data 

(contact 

data, …) 

Secret service, 

advertising partner 

(meta data, costumer 

data) 

2 

P11- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

HTTPS 

2 keys 

Private key 

Public key 

recipient 

Private key 

Public key 

blue 

Public keys 

Central instance 

PGP = Pretty Good Privacy 

2 key pairs 

Public Private 



II. AFTER E2E

N1

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

SMS 

Playstore Whatsapp 

Hey, how are you 

81 

Provider 

SMS sending 

Hacker 

... 

contact between all 

federal agencies 

N2

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Secret services* 

Hacker 

(Apple, Operator) 

Provider (SMS) 

Secret services* 

Hacker 

(Apple, Operator) 

Provider (SMS) 

Radio tower operator 

Hacker 

Secret services* 

At data storage 

SMS 

WhatsApp 

satellite 

Hacker 

Secret services* 

Hacker 

Secret services* 

Data processor 

 

WhatsApp 

Secret services (governmental) 

Hacker 

010101 main message 

1011 

0111 11111 

Encryption 



N3

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Mobile 

phone 

Mobile 

phone 

Cloud 

Radio 

tower Radio 

tower 

Hacker at the provider 

Distributor of 

the provider 

Workers of the provider, 

Hacker, NSA 

Hacker  
Hacker  

 
Satellite/ 

Internet 

Internet 

Internet 

Internet 

WhatsApp 

cloud 

(Vodafone, O2) 

Internet 

Radio tower 

Everybody who’s 

involved in the cloud 

(WhatsApp people, etc.), 

Hacker, NSA 

encrypted 

N4

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

iPhone iPhone Telephone network (Medium) 

SMS 

Provider 

Private individual 

investigating authorities 

Secret services 

Encryption 

 Encrypted  

decodable  

 Decrypt  

WhatsApp 

message 

iMessage/SMS 

WhatsApp 

Telephone network 

Internet 

Satellites 

Over internet 

Satellites 

Server 

Internet (Medium) Satellite 

Server 

Intercept  

NSA 

Private individual 

investigating authorities 
NSA Server 

WA/Facebook 



N5

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Encryption 

Encryption 

WLAN 
WLAN 

Server 

Provider 

WhatsApp 

Server 

Radio tower 

Contractor 

Hacker 

Hacker 

Hacker 

Provider 

N6

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Whats

App 

Encryption 

Encryption 

Opened  

Opened  

Provider 

Everybody  

Everybody  
Everybody  

Everybody  
Hacker  

Director of 

WhatsApp  

Server 

Internet 

divider  

Internet 

WhatsApp 



N7

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

1 3 2 

1 2 3 

4 4 2 1 
3 

Mobile phone  provider  friends 

          (O2) 

Mobile phone  Central databases 

Party 

Neighbors through WLAN 

B  C  B 

Marketing 

Advertising 

Hackers 

FB 

Microsoft 

Mobile phone 

WP software 

Central databases 

at WP 

Provider Friend  

Mobile phone 

WP  

N7- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

H 

H 

WP Encryption WP Friend  

Code 

Encryption code APP Customer  

?? 

? 

?? 

Text  



N8

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

WhatsApp 

Provider Provider 

Facebook 

Federal intelligence 

service in case of 

imminent danger 

Federal intelligence 

service in case of 

imminent danger 

People that can crack 

the information 

(specialists) 

Mobile phone contract 

Connection 

Mobile phone contract 

Connection 

Federal intelligence service/ police 

in case of imminent danger 

with court approval 

Federal intelligence service/ police 

in case of imminent danger 

with court approval 

N8- Encryption:

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

My mobile phone key 
His mobile phone key 

Connection  
Connection  



N9

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Intermediate 

storage of SMS at 

the provider 

Intermediate 

storage at 

WhatsApp servers 

The state in case 

of suspected 

planned crimes 

Hacker 

Hacker 

Other 

people 

Other 

people 

WhatsApp + SMS 

Encryption 

Code 

decrypted 

Code 

encrypted 



N10

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Greater 

power Greater 

power 
Facebook (WhatsApp) 

e.g. FBI 

USA 

SMS / WhatsApp 

Encryption: WhatsApp 

N10- Encryption

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Thoughts about 

the message 

Sender 

Recipient  

Answers  



N11

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

...  
...  

SMS is checked and send 

to the other person 

through the server 

Message is send through 

the internet; someone 

checks it virtually and 

forwards it.  

central 

machine From the inventors 

of the app 

One can read along (one can hack) 

Can be 

accessed 

WhatsApp can 

read along the 

messages 
Encrypted Decrypted 



Re-invited participants

2017:P1

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

 

Provider 

 

 

Provider 

 

Mobile 

phone 
Mobile 

phone 

Telephone pole Telephone pole 

Provider can 

read along 

Authorities in the country 

can obtain permission to 

read along 

Second provider can 

read the message 

 

WhatsApp - Server 

key 

Internet 
Internet 

2017:P5

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

Message 

ID 

Code A1 

encrypted A1B2 

 

Message 

ID 

Code B2 

decrypted A1B2 

Provider 

WhatsApp 

Security 

services 

(NSA, ...) 

Security 

services 

(NSA, ...) 

Security 

services 

(NSA, ...) 

Security 

services 

(NSA, ...) 

(Reading along) 

(Reading along, NSA) 



2017:P6

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          

SMS 

server 

WhatsApp 

server 

 

 
 

 

Encryption Decryption 

saves 

ABC 

#_? 
#_? 

ABC 

 Hacker 

 Provider 

 Government 

Tcom 

Clone 

  

  

  

2017:P9

  

 

 

 

  

 

 

 

 

                        

 

 

                     

                                                                                                          Threema 

server 

App encrypts 

Decryption 

Internet 

provider 

Internet 

provider 

Server  

eplus I 

for SMS 

Server 

Provider II 

WhatsApp 

Provider 

Internet 

Provider 

Internet 

Hacker 

Personal provider Second provider 

Could read along after 

decryption 

Can read along on private server 

and on connections * Secret services 

* 

* 
* * 

* 

* 

* * 
* * 

* 

* 


