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- IoT/Smart Home/Smart Building Security

\- network-level security, e.g. traffic normalization,

anomaly detection, communication protocols

- Scientometrics for information security
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INTRODUCTION
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Information Hiding

What is „Information Hiding“? Two different examples:
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All figures taken from Wikipedia articles on ‚Steganography‘ and ‚Watermarking‘



Information Hiding

… it also appeared in ancient Greece.

499 BC: Histiaeus (ruler of Miletus) tattooed a 

message on the head of one of his slaves to send a 

message to Aristagoras (his son-in-law) to instruct 

him to revolt against the Persians.

(Several more cases of Steganography in ancient 

Greece are known.)



Information Hiding

What is „Information Hiding“? Another example (from Fridrich, 2010):

■ 1978 World Championship in chess

between Viktor Korchnoi (CH/RU)

and Anatoly Karpov (RU)

■ Officials „limited Karpov to

consumption of only one type of

yogurt (violet) at a fixed time

during the game.“ (Fridrich, 2010)
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Fig.: private photo

Fridrich, J.: Steganography in Digital Media, Cambridge University Press, 2010. 



Information Hiding

Another example: Microdots; used during WW2, e.g. by German spies 

in Mexico.

Hochschule Worms | Prof. Dr. Steffen Wendzel
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Microdots used by German spies, Fig.: Wikipedia



History of Information Hiding
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Fig.: W. Mazurczyk, S. Wendzel, S. Zander et al.: Information Hiding in Communication Networks, Wiley-IEEE, 2016

CPS/IoT



History of Information Hiding
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Fig.: W. Mazurczyk, S. Wendzel, S. Zander et al.: Information Hiding in Communication Networks, Wiley-IEEE, 2016



Covert Data Storage & Communication
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Fig.: W. Mazurczyk, S. Wendzel: Information Hiding: Challenges for Forensic Experts, Comm. ACM, 2018.

https://dl.acm.org/citation.cfm?id=3158416


Application of Hiding Techniques

Okay, so what is the big difference between digital media and network 

carriers?
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Fig.: W. Mazurczyk, S. Wendzel: Information Hiding: Challenges for Forensic Experts, Comm. ACM, 2018.

https://dl.acm.org/citation.cfm?id=3158416


Basic Mimicry System
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Basic mimicry system (Vane-Wright, 1976), Fig.: W. Mazurczyk, S. Wendzel, S. Zander et al.: Information Hiding

in Communication Networks, Wiley-IEEE, 2016



Terminology: Prisoner‘s Problem 

(Simmons, 1983)

■ Covert Channel (Lampson, 1973): “…not intended for information transfer at all”
• A covert channel without intention is a side channel

• DoD defined it differently: CCs break a security policy (usually in MLS) (DoD, 1985).

■ Steganography (Fridrich, 2010):
• “Steganography can be informally defined as the practice of undetectably 

communicating a message (a.k.a. steganogram) in a cover object.“

■ Prisoner‘s Problem (Simmons, 1983) (see figure).
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Bob
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Fridrich, J.: Steganography in Digital Media, Cambridge University Press, 2010. 
Lampson, B.W.: A Note on the Confinement Problem, Comm. ACM, 1973.



Is it applied in practice?
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Several recent cases can be found in 
Kabaj et al.: The new threats of
information hiding: the road ahead,
IEEE IT Prof., Vol. 20(3), 2018 (Fig.).

https://ieeexplore.ieee.org/document/8378979/


Is it applied in practice?

15



Some potential scenarios

• Advanced Persistent Threats 
(APT): large-scale 
sophisticated data leakage, 
applying techniques such as 
`spear phishing’

• Malware: e.g. stealthy botnet 
C&C channels

• Military/secret service: 
Industrial espionage, stealthy 
communication

• Citizens: censorship 
circumvention

• Journalists: freedom of 
speech -> expression of 
opinions in networks with 
censorship
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Fig.: Mazurczyk/Wendzel: Information Hiding: Challenges for Forensic Experts,
Communications of the ACM, 2018. [link]

https://cacm.acm.org/magazines/2018/1/223894-information-hiding/fulltext


Network Information Hiding

OT: Overt Transmission

CT: Covert Transmission

Fig.: W. Mazurczyk, S. Wendzel, S. Zander et al.: Information Hiding in Communication Networks, Wiley-IEEE, 2016



HIDING PATTERNS
(IMPROVING SCIENTIFIC 

FUNDAMENTALS OF NETWORK 

INFORMATION HIDING)

Section based mostly on S. Wendzel et al.: Pattern-based Survey 

of Network Covert Channel Techniques, ACM CSUR, 47(3), 2015.
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https://dl.acm.org/citation.cfm?id=2684195


Patterns

■ What are „Patterns“?

■ A solution to a re-occurring problem in a given context

■ They are re-usable and described in an abstract way

■ Term introduced by Alexander et al. in 1977 for Architecture

■ He presented a „pattern language“ comprising
253 patterns

■ Example:

■ Problem: want to minimize artificial light

■ Context: saving energy

■ Solution: build a window into a building to receive
as much sunlight as possible in that room.
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Comments on Patterns

■ A technique can only be a pattern if it occurs multiple times. In 
general, the scientific patterns community agrees on the minimal 
number of three occurrences.

■ Pattern collections comprise patterns of a given domain. They can 
be understood as pattern catalogs* (but the latter is additionally 
searchable, e.g. by an index of patterns).

■ e.g., a collection of user interface patterns

■ Problematic aspect: the link-ability of patterns between collections 
differs due to non-unified structures in which the patterns are described.

* Terminology not unified in the literature. We can agree on collection==catalog for 
this lecture.
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Pattern Languages

■ Pattern languages were introduced to solve the mentioned 

problems of pattern collections:

■ they provide a unified description for patterns

■ allow to build links/hierarchies between patterns

■ introduce aliases to prevent redundancies

■ PLML (Pattern Language Markup Language) is one dominating 

example of a pattern language.

21



PLML

• PLML allows the description of patterns (e.g. in XML); its 

development is ongoing.

• Patterns comprise various elements (attributes of PLML/1.1*):
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Pattern Identifier Name

Alias Illustration

Description of the Problem Description of the Context

Description of the Solution Forces

Synopsis Diagram

Evidence Confidence

Literature Implementation

Related Patterns Pattern Links

Management Information

* Newer version of PLML is available but the basic attributes remain. Not all attributes

of the above table are used (are necessary) to describe hiding patterns.



Hiding Patterns

Hiding Patterns describe they key idea of hiding techniques. They 

are kept on an abstract, non-detailed level, help cleaning up 

terminology, and can form a taxonomy.

S. Wendzel, S. Zander et al.: Pattern-based Survey of Network Covert Channel Techniques, ACM CSUR, 47(3), 2015.
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https://dl.acm.org/citation.cfm?id=2684195


The following attributes were used
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Image source: (Wendzel et al., 2015)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


Patterns in Network Information Hiding

■ Approx. 150 network hiding techniques exist; they hide secret 

information in meta data of network traffic.

■ Inconsistent terminology.

■ Re-inventions very common.

■ Instead of dealing with all these hiding techniques separately, we 

only need to understand the few hiding patterns.

■ Eleven (later a few more) patterns were found to describe all 

analyzed hiding techniques published between 1987 and 2015.

■ Also, patterns provide better taxonomies due to their several 

features (links and child patterns, alias handling, unified attributes, 

…).

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


Patterns in Network Information Hiding

Patterns were set in relation to other patterns to introduce a new taxonomy of 

patterns. The 109 hiding techniques could be described by only 11 patterns.

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P1. Size Modulation Pattern

27

■ The overt channel uses the size of a header element or of a PDU* to 

encode the hidden message.

*protocol data unit

Image: J. Kammerlander.

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P1. Size Modulation Pattern
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■ Examples:

■ Modulation of data block length in LAN frames

■ Modulation of IP fragment sizes

Image source: (Mazurczyk et al., 2016)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P2. Sequence Pattern
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■ The covert channel alters the sequence of header/PDU elements to 
encode hidden information.

■ Examples:

■ Sequence of DHCP options

■ Sequence of FTP commands

■ Sequence of HTTP header fields

■ Sub-patterns:

■ P2.a. Position Pattern (e.g. pos. of IPv4 option x in list of options)

■ P2.b. Number of Elements Pattern (e.g. # of IPv4 options)

Image source: (Mazurczyk et al., 2016)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P3. Add Redundancy Pattern

30

■ The covert channel creates new space within a given header 

element or within a PDU to hide data in it.

■ Examples:

■ Extend HTTP headers with additional fields or extend values of existing 

fields

GET / HTTP/1.0 GET / HTTP/1.0

User-Agent: Mozilla/4.0

■ Create a new IPv6 destination option with embedded hidden data

■ Manipulate `pointer‘ and `length‘ values for IPv4 record route option to 

create space for data hiding

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P4. PDU Corruption
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■ The covert channel generates corrupted PDUs that contain hidden 

data or actively utilizes packet loss to signal hidden information.

■ Examples:

■ Transfer corrupted frames in IEEE 802.11

■ MitM drops selected packets exchanged between two VPN sites to 

introduce covert information.

E.g., sending a number of packets of which corrupted packets indicate 

hidden data:

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P5. Random Values
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■ The covert channel embeds hidden data in a header element 

containing a „random“ value.

■ Examples:

■ Utilize IPv4 identifier field

■ Utilize the ISN of a TCP connection (cf. previous lecture on IH)

■ Utilize DHCP xid field

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P6. Value Modulation Pattern
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■ The covert channel selects one of n values a header element can 

contain to encode a hidden message.

■ Examples:

■ Send a frame to one of n available Ethernet addresses in a LAN

■ Encode information by the possible Time-to-live (TTL) values in IPv4 or 

in the Hop Limit values in IPv6

■ Sub-patterns:

■ P6.a. Case pattern: case modification of letters in plaintext headers (e.g. SMTP command 

letter cases)

■ P6.b. LSB pattern: modify low order bits of header fields (e.g. TCP timestamp option)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P7. Reserved/Unused Pattern
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■ The covert channel encodes hidden data into a reserved or unused 

header/PDU element.

■ Examples:

■ Utilize undefined/reserved bits in IEEE 802.5/data link layer frames

■ Utilize (currently) unused fields in IPv4, e.g. Identifier field, Don‘t 

Fragment (DF) flag or reserved flag or utilize unused fields in IP-IP 

encapsulation

■ Utilize the padding field of IEEE 802.3

Image: J. Kammerlander.

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P8. Inter-arrival Time Pattern
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■ The covert channel alters timing intervals between network PDUs

(inter-arrival times) to encode hidden data.

■ Examples:

■ Alter timings between LAN frames

■ Alter the response time of a HTTP server

Image source: (Mazurczyk et al., 2016)
S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P9. Rate Pattern
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■ The covert channel sender alters the data rate of a traffic flow from 

itself or a third party to the covert channel receiver.

■ Examples:

■ Exhaust the performance of a switch to affect the throughput of a 

connection from a third party to a covert channel receiver over time.

■ Directly alter the data rate of a legitimate channel between a covert 

channel sender and receiver.

Image source:

(Mazurczyk et al.,

2016)



P10. PDU Order Pattern
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■ The covert channel encodes data using a synthetic PDU order for a 

given number of PDUs flowing between covert sender and receiver.

■ Examples:

■ Modify the order of IPSec Authentication Header (AH) packets

■ Modify the order of TCP packets

Image source: (Mazurczyk et al., 2016)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


P11. Re-transmission Pattern
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■ A covert channel re-transmits previously sent or received PDUs.

■ Examples:

■ Transfer selected DNS requests once/twice to encode a hidden bit per 

request.

■ Duplicate selected IEEE 802.11 packets

■ Do not acknowledge received packets to force the sender to re-transmit 

a packet.

1 2 2 3

Image: J. Kammerlander.

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


CCEAP

CCEAP is a tool for learning hiding patterns, available from Github.

• GUI is on the way.

• Sample exercises + solutions can be found here.

• There is also a poster.

S. Wendzel, W. Mazurczyk: Poster: An Educational Network Protocol for Covert Channel Analysis Using Patterns, Proc. ACM CCS, 2016.

https://github.com/cdpxe/CCEAP
https://github.com/cdpxe/CCEAP/tree/master/sample_exercises
https://github.com/cdpxe/CCEAP/blob/master/documentation/CCS16_poster_(improved).pdf
https://dl.acm.org/citation.cfm?id=2989037


Published Hiding Techniques
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S. Wendzel et al. Unified Description for Network Information Hiding Methods, in: Journal of Universal Computer Science, 2016.

http://www.jucs.org/jucs_22_11/unified_description_for_network


2016 Taxonomy Add-on

W. Mazurczyk, S. Wendzel, K. Cabaj: Towards Deriving Insights into Data Hiding Methods Using Pattern-based Approach, ARES‘18.

https://dl.acm.org/citation.cfm?id=3233261


This Enables Hybrid Methods

… but what about the payload?

W. Mazurczyk, S. Wendzel, K. Cabaj: Towards Deriving Insights into Data Hiding Methods Using Pattern-based Approach, ARES‘18.

https://dl.acm.org/citation.cfm?id=3233261


Patterns for Payload Modification
(Network-level View, not Digital Media Steganography)

W. Mazurczyk, S. Wendzel, K. Cabaj: Towards Deriving Insights into Data Hiding Methods Using Pattern-based Approach, ARES‘18.

https://dl.acm.org/citation.cfm?id=3233261


Proposal for Taxonomy Extension

PS20 is a derivate of PS2 (allowed by PLML).

W. Mazurczyk, S. Wendzel, K. Cabaj: Towards Deriving Insights into Data Hiding Methods Using Pattern-based Approach, ARES‘18.

https://dl.acm.org/citation.cfm?id=3233261


Pattern Variation
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Image source: (Wendzel et al., 2015)

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

dl.acm.org/citation.cfm?id=2684195


Pattern Hopping

46 S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

Sequence 
ModulationPRNG Size 

ModulationPRNG PDU OrderPRNG Inter-arrival 
TimePRNG

Sender Receiver

dl.acm.org/citation.cfm?id=2684195


Distributed Hiding Methods

Introduced by (Wendzel et al. 2015)

Same pattern, but applied 
to different network 
addresses, e.g. one host 
with multiple IP addresses.

Multiple patterns applied to the 
same packet.
E.g. `size modulation’ of an IPv4 
packet + `value modulation’ of the 
IPv4 TTL field.

Same pattern, but 
applied to different 
flows.

Same pattern, but 
applied to different 
network protocols.

Different patterns 
applied to succeeding 
network packets.

W. Mazurczyk, S. Wendzel, K. Cabaj: Towards Deriving Insights into Data Hiding Methods Using Pattern-based Approach, ARES‘18.

https://dl.acm.org/citation.cfm?id=3233261


PATTERN-BASED

COUNTERMEASURES

48



Covert Channel Countermeasures

Prevention/Elimination

Limitation

Detection



Several methods exist … 

■ cf. (Mazurczyk et al., 2016, Chapter 8) for an overview

■ Today, we will consider only two of the Inter-arrival Times Pattern.



P8. Inter-arrival Time Pattern 

Detection: ε-similarity

In a nutshell:

1. Sort all inter-packet times of a flow.

2. For consecutive values 𝑇𝑖 and 𝑇𝑖+1:
calculate relative difference 𝜆𝑖 =
𝑇𝑖+1−𝑇𝑖

𝑇𝑖
.

3. Calculate the percentage of λ values 

of a given flow that are below the 

threshold ε.

S. Cabuk et al.: IP Covert Channel Detection, in: Transactions on Information and System Security (TISSEC), ACM, 2009.



P8. Inter-arrival Time Pattern 

Detection: Compressibility Score

S. Cabuk et al.: IP covert timing channels: design and detection, in Proc. 11th ACM CCS, 2004.
Fig.: S. Cabuk et al.: IP Covert Channel Detection, in: Transactions on Information and System Security (TISSEC), ACM, 2009.

In a nutshell:

1. Record all inter-packet times of a 

flow Δ𝑡1 , … , Δ𝑡𝑛.

2. Encode the inter-packet times in an 

ASCII string 𝑆, e.g. 

“A20A20A19B30B29A20...”.

3. Compress 𝑆 with a compressor ℑ
(e.g. gzip):  𝐶 = ℑ(𝑆).

4. Use 𝜅 =
S

𝐶
as an indicator for the 

presence of a covert channel.



2015-overview of potential counter-

measures in combination with patterns

S. Wendzel et al.: Pattern-based Survey and Taxonomy for Network Covert Channels, ACM CSUR, Vol. 47(3), 2015.

TN: Traffic Normalization
NPRC: Network Pump and Related Concepts
SA/ML: Statistical Approaches/Machine Learning

dl.acm.org/citation.cfm?id=2684195


Countermeasure Variation

Problem: We lack countermeasures for several of the known 

patterns.

Solution: Introduction of countermeasure variation.

Hochschule Worms | Steffen Wendzel

S. Wendzel, D. Eller, W. Mazurczyk: One Countermeasure, Multiple Patterns: Countermeasure Variation for Covert Channels, in Proc. CECC’18, ACM, 2018.



Countermeasure Variation

Classic covert channel countermeasures look like this:

For instance:

Hochschule Worms | Steffen Wendzel

S. Wendzel, D. Eller, W. Mazurczyk: One Countermeasure, Multiple Patterns: Countermeasure Variation for Covert Channels, in Proc. CECC’18, ACM, 2018.

Detection
Method

Detection
Results

Input
Data

Calculation of
Compressibility

Score (Cabuk et al.)

Detection
Results

Flow
Inter-
arrival
Times



Countermeasure Variation

Countermeasure Variation modifies the input to the detection method 

and alters the detection method as little as possible.

Hochschule Worms | Steffen Wendzel

S. Wendzel, D. Eller, W. Mazurczyk: One Countermeasure, Multiple Patterns: Countermeasure Variation for Covert Channels, in Proc. CECC’18, ACM, 2018.

Calculation of
Compressibility

Score (Cabuk et al.)

Detection
Results

Flow
Inter-
arrival
Times

Flow
Packet
Sizes

Calculation of
Compressibility

Score (Cabuk et al.)
with slight 

modifications



Countermeasure Variation

So far, we performed countermeasure variation for

• Compressibility Score

• ε-similarity

• Regularity

Each in combination with the following patterns:

• Size Modulation

• Artificial Re-transmission

• Sequence Modulation

• Value Modulation

Hochschule Worms | Steffen Wendzel

S. Wendzel, D. Eller, W. Mazurczyk: One Countermeasure, Multiple Patterns: Countermeasure Variation for Covert Channels, in Proc. CECC’18, ACM, 2018.
S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.



Countermeasure Variation for the 

Artificial Re-transmission Pattern

• Using TCP re-transmissions

• To match traffic patterns, we

– studied typical re-transmissions of Internet traffic (different routes; 
repeated measurements several times for each route; at different 
days/hours), and

– adjusted and optimized our CC to legitimate traffic’s characteristics 
(very low transmission rate to increase covertness; robust coding).

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.



Countermeasure Variation for the 

Artificial Re-transmission Pattern

ε-similarity

Input modifications:

Succeeding retransmission’s sequence 

numbers

Modification of detection algorithm:

• Adjust thresholds for detection.

Compressibility

Input modifications:

Succeeding retransmission’s sequence 

numbers

Modification of detection algorithm:

• Replace IAT-to-ASCII string 

conversion with new algorithm so that 

it can deal with 32-bit unsigned int.

• Adjust thresholds for detection.

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for ε-similarity (figures created by S. Zillien):



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for ε-similarity (figures created by S. Zillien):



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for ε-similarity (figures created by S. Zillien):



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for ε-similarity (figures created by S. Zillien):



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for ε-similarity:



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for compressibility (figures created by S. Zillien):



Countermeasure Variation for the 

Artificial Re-transmission Pattern

Hochschule Worms | Steffen Wendzel

S. Zillien, S. Wendzel: Detection of Covert Channels in TCP Re-transmissions, in Proc. NordSec’18, Springer, 2018.

Results for compressibility:



DYNAMIC WARDENS



Dynamic Wardens

• Problem:

Adaptive covert channels determine blocked covert channels by 

continuously checking connectivity. This allows them to circumvent 

filter technology.

• For instance, new firewall will be determined soon, followed by the 

utilization of different covert channels by the covert channel. This is 

called Network Environment Learning (NEL).

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author


Dynamic Wardens

• Solution:

Introducing a

“Dynamic Warden”.

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author


Dynamic Wardens: Results

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

Influence of the reload frequency 
the on the number of normalized
packets from CS to CR for 
different types of wardens.

Influence of the reload frequency on the time needed to 
complete the transfer of 400 covert packets for different types of 
wardens.

Dynamic warden with only 20% rule-set.

=> Results obtained from static configuration, each test repeated 20 times. Figures show average results.

Influence of the reload 
frequency the on the number 
of forwarded packets from CS 
to CR for different types of 
wardens. => more probe traffic 
needed

Regular warden with 80% rule-set (i.e. 80% of all the NEL’s covert 
channels can be blocked)!

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author


Dynamic Wardens: Results

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

Influence of the reload frequency the on the CPU usage from CS 
to CR for different types of wardens.

Influence of the reload frequency on the RAM usage for different 
types of wardens (all wardens based on same Python code basis).

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author


Dynamic Wardens: Results

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

Influence of the reload frequency the on the number of 
normalized packets of covert packets for different lengths of the 
covert transmissions (RD=40%).

Influence of the reload frequency on the time needed to 
complete the transfer of covert packets for different lengths of 
the covert transmissions (RD=40%).

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author


Randomized Dynamic Warden: Results

W. Mazurczyk, S. Wendzel et al.: Countering adaptive network covert communication with dynamic wardens, Future Generation Computer 
Systems, Vol. 94, pp. 712-725, Elsevier, 2019.

Is it possible to load less filter rules on average by randomizing the number of loaded rules and the 
reload frequency?

Variant V3 offers the best results in 
terms of the
• time needed to complete the 

covert transfer and
• the volume of traffic generated by 

the adaptive covert channel parties 
(which is comparable with the best 
results obtained by the static setup 
for the dyn. warden)

• While offering lower CPU and RAM 
consumption (than static setup for 
the dyn. warden).

https://www.sciencedirect.com/science/article/pii/S0167739X18316133?dgcid=author
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Replicating Experiments

• Almost nobody seems to replicate experimental results of other 

researchers in the covert channel domain.

– Manifold reasons, e.g. it is difficult to publish replication studies.

• But: How trustworthy are provided results?

Hochschule Worms | Steffen Wendzel
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Replicating Experiments

WoDiCoF (Worms Distributed Covert Channel Detection Framework)

R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Replication Study: Compressibility of 

Cabuk et al.

R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

• Published in  ACM Transactions on Information and System Security 

(TISSEC), as an extended version of an ACM CCS paper.

• 137/469 citations (Jan-16-2019, src: Google Scholar)

• However, compressibility was only covered in the journal version.

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Replication Study: Compressibility of 

Cabuk et al.

Fig.: R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

Let’s see how the precision of the measured IAT values influences 𝜅… 

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Replication Study: Compressibility of 

Cabuk et al.

Fig.: R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

Let’s see what happens if we transfer slightly different data over the covert channel …

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Replication Study: Compressibility of 

Cabuk et al.

Fig.: R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

Let’s see how Kappa differs when we utilize a different network connection …

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Finally: Testing Parallel Performance

Fig.: R. Keidel, S. Wendzel, S. Zillien et al.: WoDiCoF - A Testbed for the Evaluation of (Parallel) Covert Channel Detection Algorithms, J.UCS, Vol. 24(5), 2018. 

Parallelization using Apache Hadoop with several gigabytes of PCAP recordings.

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Summary

• Replication can lead to new insights:

Even if previous work (such as in case of Cabuk et al.) is not 

“wrong”, replication studies can extend our understanding of how a 

method performs under changing circumstances.



HOW TO DESCRIBE A NEW 

HIDING METHOD?
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Analysis of 131 Hiding Techniques

The descriptions of hiding techniques in scientific papers highly vary, 

rendering it very difficult to compare them.

86

S. Wendzel et al. Unified Description for Network Information Hiding Methods, in: Journal of Universal Computer Science, 24(5), 2018.

http://www.jucs.org/jucs_22_11/unified_description_for_network


Analysis of 131 Hiding Techniques

87

S. Wendzel et al. Unified Description for Network Information Hiding Methods, in: Journal of Universal Computer Science, 24(5), 2018.

http://www.jucs.org/jucs_22_11/unified_description_for_network


Describing Hiding Methods Using 

Patterns

• We proposed a method to unify the descriptions within new publications. 

Our method is simply called a unified description method.

• Detailed description of the attributes + examples can be found in the paper.

S. Wendzel et al. Unified Description for Network Information Hiding Methods, in: Journal of Universal Computer Science, 24(5), 2018.

http://www.jucs.org/jucs_22_11/unified_description_for_network


Examples for Applying the Unified 

Description Method …

… can be found here: http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for.

Or in the work of others. e.g.

• Graniszewski, Waldemar, Jacek Krupski, and Krzysztof Szczypiorski. "SOMSteg-

Framework for Covert Channel, and its Detection, within HTTP." Journal of Universal 

Computer Science 24(7), 2018: 864-891.

• Mileva, Aleksandra, Aleksandar Velinov, and Done Stojanov. "New Covert Channels 

in Internet of Things." in Proc. SECURWARE 2018, 2018: 30-36.

– … and follow-up paper at Int. Journal Adv. Sec., in press.

http://www.jucs.org/jucs_24_5/wodicof_a_testbed_for


Summary

• Information Hiding faces inconsistency in its experimental methodology 

and its terminology/taxonomy.

– Patterns and the Unified Description Method are means to improve the 

situation.

– Results of Experimental Replication underpins the need for better 

experimental testing.

• Both approaches (especially patterns) increasingly applied by the research 

community

• There is a lack of countermeasures when it comes to certain patterns.

– Solution: Introduced Countermeasure Variation.

• When dealing with adaptive covert channels (NEL), current 

countermeasures such as static traffic normalizers do not perform well.

– Solution: Introduced Dynamic Wardens.

Hochschule Worms | Steffen Wendzel



THANK YOU FOR YOUR KIND 

ATTENTION.

Are there any questions?

Hochschule Worms | Steffen Wendzel

PS. Patterns can also help preventing scientific re-inventions,
cf. S. Wendzel, C. Palmer: Creativity in Mind: Evaluating […], J.UCS, Vol. 21(12), 2015.
My publications are available here.

http://steffen-wendzel.blogspot.com/p/publications.html


Call for Papers!

IEEE Transactions on Industrial Informatics (IF 5.43)

Special Issue on Cyber-Physical Security in Industrial Environments

Deadline: May 1, 2019

Elsevier Future Generation Computer Systems (IF 4.64)

Special Issue on Emerging Topics in Defending Networked Systems

Deadline: Jan 25, 2020

Upcoming finalized SI:

IEEE Security & Privacy

Special Issue on Digital Forensics, pt. II

(probably out by end of the month?)

Hochschule Worms | Steffen Wendzel

http://www.ieee-ies.org/images/files/tii/ss/2019/Cyber-Physical-Security-in-Industrial-Environments-2018-11-30.pdf
https://www.journals.elsevier.com/future-generation-computer-systems/call-for-papers/emerging-topics-in-defending-networked-systems
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Reliability & Control (Micro) Protocols

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Hidden and Under Control, Annals of Telecommunications (ANTE), Springer, 2014.

Control (or micro) protocols are embedded into a covert channel.

Benefits:

• Reliable data transfer

• Session management for covert transactions

• Covert overlay network addressing schemes

• Dynamic routing for covert channel overlays

• Upgrades of a covert channel overlay infrastructure

• Peer discovery within a covert channel overlay

• Switching of utilized network protocols

• Adaptiveness to network configuration changes

https://link.springer.com/article/10.1007/s12243-014-0423-x


Reliability & Control (Micro) Protocols

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Hidden and Under Control, Annals of Telecommunications (ANTE), Springer, 2014.

• (Formal) approaches for designing control protocols are available.

• … and so are optimization methods.

… and countermeasures, cf.
Jaspreet Kaur, Steffen Wendzel, Omar Eissa, Jernej Tonejc, Michael 
Meier: Covert Channel-internal Control Protocols: Attacks and Defense, 
Security and Communication Networks (SCN), Vol. 9(15), Wiley, 2016.

https://link.springer.com/article/10.1007/s12243-014-0423-x
http://onlinelibrary.wiley.com/doi/10.1002/sec.1471/pdf


Reliability & Control (Micro) Protocols

Hochschule Worms | Steffen Wendzel

Source: (Mazurczyk et al., 2016)



Network Environment Learning

■ NEL allows covert channel nodes to determine how filters in their 
network environment are configured by probing several covert 
channel techniques.

■ NEL is a constant process.

■ Originally introduced by Yarochkin et al.

■ Circumvention-method improved a few years later by myself.

Yarochkin, Fedor V., et al. "Towards adaptive covert communication system." Dependable Computing, 2008. 
PRDC'08. 14th IEEE Pacific Rim International Symposium on. IEEE, 2008.

Wendzel, Steffen. "The Problem of Traffic Normalization Within a Covert Channel's Network Environment Learning 
Phase." Sicherheit. Vol. 12. 2012.



Dynamic Overlay Routing for

Covert Channels

■ Building overlays provides several advantages, such as …

■ Bypassing firewalls

■ Utilizing third-party

nodes

■ QoS

■ Based on control

(micro) protocols

■ Prototype with OSPF-

like protocol in 2012.

Backs, P., Wendzel, S., Keller, J.: Dynamic Routing in Covert Channel Overlays Based on Control Protocols, Proc. ISTP, IEEE, 2012.



Protocol Switching, Protocol Hopping, 

Pattern Hopping

Hochschule Worms | Steffen Wendzel

Protocol Hopping Covert Channel (PHCC):
Secret information is split over multiple
network protocols to increase hurdles for
a forensic traffic analysis.

Protocol Switching Covert Channel (PSCC):
Secret information is represented by the
protocol itself.

Pattern Hopping:
For every new piece of secret information
a PRNG selects one of the patterns
(+variation) to transfer the data.

S. Wendzel, S. Zander: Detecting protocol switching covert channels, Proc. Local Computer Networks (LCN), 2012 IEEE 37th Conference on. IEEE, 2012.
S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, Proc. Communications and Multimedia Security (CMS), 2011.

https://ieeexplore.ieee.org/abstract/document/6423628/
https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• Let us assume a covert channel could utilize 

an area of 𝑠𝑝𝑘𝑡 bits in a protocol header. To 

transfer a message of size 𝑠𝑜𝑣𝑒𝑟𝑎𝑙𝑙, we would 

thus need 𝑁 =
𝑠𝑜𝑣𝑒𝑟𝑎𝑙𝑙

𝑠𝑝𝑘𝑡
packets, and 

2𝑁 packets if every packet would require an 

acknowledgement from the CR.

• For a multi-layered protocol, a CC could 

combine the 𝑠𝑝𝑘𝑡values of the protocols in the 

selected layers, e.g. spkt = 𝑠𝐼𝑀𝐴𝑃 + 𝑠𝑇𝐶𝑃 + 𝑠𝐼𝑃.

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• For a PHCC using n Protocols 

𝑃1…𝑃𝑛, we can calculate the 

average amount of data 

transferrable per packet as 

𝑠𝑝𝑘𝑡 = σ𝑖=1
𝑛 𝑝𝑖𝑠𝑖, where 𝑃𝑖 is 

chosen with probability 𝑝𝑖 and 

provides 𝑠𝑖 bits of covert storage 

per packet.

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• Now, we can optimize a PHCC for different purposes (QoS), e.g.

– A password cracking program needs to transfer a short password string 

out of a network (e.g. one password/hour).

=> keep a low profile (transfer only few packets: minimize overhead)

– Urgently (but still covertly) leak videos of harmed protesters in a country 

with Internet censorship to the press.

=> still keep a low profile, BUT transfer data rather quickly (high throughput).

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• If high throughput is required, we can maximize f1:

f1 =෍

𝑖=1

𝑛

𝑝𝑖𝑠𝑖.

• We do this under the set of constraints that σ𝑖 𝑝𝑖 = 1 and that an 𝑚
with 0 < m ≤ 𝑝𝑖 ≤ 1 is used as a minimum threshold for selecting 

protocol 𝑃𝑖 so that every protocol has a chance for selection and 

render forensic analysis more difficult.

• We suggest to chose a low value 𝑚 = 𝑐/𝑛, with 𝑐 < 1, e.g. for 𝑛 =
20 protocols, and 𝑐 = 0.2, every protocol would be selected with at 

least 1% probability.

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• If the goal is to generate little overhead and optimize covertness 
this way, we first need to introduce

qi =
𝑠𝑖𝑧𝑒𝑜𝑓 𝑃𝑖
𝑠𝑝𝑘𝑡 𝑃𝑖

… to indicate how many bits are transferred to send a single covert bit 
using a protocol Pi.

• Now, we can minimize f2 (again, we consider the inclusion of all 
protocols using some threshold value 𝑚):

f2 =෍

𝑖=1

𝑛

𝑝𝑖𝑞𝑖 .

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


Optimizing PHCC (Wendzel & Keller, 2011)

• One could also optimize covertness if each protocol (or better: each 

covert channel technique) is assigned a covertness level, e.g. ci ∈
ℕ.

• One could then maximize f3 (again, we consider the inclusion of all 

protocols using some threshold value 𝑚):

f3 =෍

𝑖=1

𝑛

𝑝𝑖𝑐𝑖 .

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Low-attention forwarding for mobile network covert channels, in Proc. CMS 2011, LNCS 7025, Springer 2011.

https://link.springer.com/chapter/10.1007/978-3-642-24712-5_10


• Optimizing protocol utilization for PHCCs is already nice to have, but 

can we also optimize the micro protocol so that we raise even fewer 

attention?

[Would I raise this question if the answer would be no?]

Hochschule Worms | Steffen Wendzel



Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

• We skip the part on micro protocol size minimization using protocol 

engineering, cf. some of my papers on this topic if you are 

interested.

• Goal: Embed the micro protocol in a low-attention raising manner.

• Answer: We use a tailored protocol engineering approach (we will 

cover this at least in a nutshell).

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

Systematic engineering approach for 

micro protocols works as follows:

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

• For step 6 (design verification), one needs to make sure that 

there are no undesired bit-combinations set in the underlying 

protocol through the micro protocol operation (e.g. protocol 

header flags that would break a standard).

• Solution: model both protocols using formal grammar of Chomsky 

type 2 (regular) or 3 (context-free) and perform a language inclusion 

test to test compatibility, i.e. the language of the micro protocol must 

be equal (or a sub-set) of the cover protocol’s language.

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

• First, we define the rules of the cover protocol as 𝐺𝐶𝑃 = (𝑉, Σ, 𝑃, 𝑆), 
where 𝑉 is the set of non-terminals, Σ is the set of terminals, 𝑃 the 

set of productions, and 𝑆 ∈ 𝑉 the start symbol.

• Next, we define the formal grammar for the micro protocol 𝐺𝑀𝑃 in the 

same manner.

• We also perform a mapping of terminal symbols in Σ, e.g.,

a0 ≡ ¬𝐴𝐶𝐾, 𝑎1 ≡ 𝐴𝐶𝐾.

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

Example:

𝑮𝑪𝑷 = 𝑽, 𝚺, 𝑷, 𝑺 ,
𝑽 = 𝑺, 𝑨, 𝑩, 𝑪 ,

𝚺 = 𝐚𝟎, 𝐚𝟏, 𝐛𝟎, 𝐛𝟏, 𝐜𝟎, 𝐜𝟏 ,
and 𝐏 = {𝐒 → 𝐀𝐁|𝐀𝐂,

𝐀 → 𝐚𝟏|𝐚𝟎,
𝐁 → 𝐛𝟏|𝐛𝟎,

𝐂 → 𝐛𝟏𝐜𝟏|𝐁𝐜𝟎}

𝑮𝑴𝑷 = 𝑽, 𝚺, 𝑷, 𝑺 ,
𝑽 = 𝑺, 𝑩, 𝑪𝑨, 𝑪𝑩 ,

𝚺 = 𝐚𝟎, 𝐚𝟏, 𝐛𝟎, 𝐛𝟏, 𝐜𝟎, 𝐜𝟏 ,
and 𝐏 = {𝐒 → 𝐚𝟎𝐁|𝐚𝟏𝐁,

𝐁 → 𝒃𝟎𝑪𝑨|𝒃𝟏𝑪𝑩,
𝐂𝐀 → 𝒄𝟎,

𝐂𝐁 → 𝐜𝟎|𝐜𝟏}

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

Finally, we test whether 𝐿 𝐺𝑀𝑃 ⊆ L(GCP), i.e. we perform a language inclusion test. This 
can be done either by hand for small languages or automatized (for conditions, cf. our 
paper).

Illustration:

Hochschule Worms | Steffen Wendzel

S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Optimizing Micro Protocol Embedding 
(Wendzel & Keller, 2012)

But what if …?

• … the language inclusion test fails? -> modify CP selection or MP 

design.

• … we need to model connection-oriented protocols? Can be 

done as described in the paper or potentially with I/O automata 

composition as described by Lynch, N. A.: Distributed Algorithms. 

Morgan Kaufmann (1996).
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S. Wendzel, J. Keller: Systematic engineering of control protocols for covert channels, in Proc. CMS 2012, LNCS 7394, Springer 2012.

https://link.springer.com/chapter/10.1007/978-3-642-32805-3_11


Video Summary of the Patterns and 

Sophisticated Hiding Techniques

Hochschule Worms | Steffen Wendzel

https://www.youtube.com/watch?v=XO6737KLaTg

