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Abstract—In the maritime sector, which is increasingly ex-
posed to threats from cyberspace, not only on-shore systems
are prone to cyberattacks but also maritime systems onboard
vessels have serious vulnerabilities and can therefore become
easy targets. Nevertheless, in practice, there is still a lack of
network-based Intrusion Detection Systems (NIDSs) for those
systems to appropriately protect against possible attacks by
providing alarms and instructions supporting bridge crews. For
this reason, we present a Cyber Incident Monitor (CIM) as a
security framework consisting of a NIDS and a nautical human
machine interface (HMI). While the NIDS can detect several
known attack vectors in maritime networks, the HMI provides
tailored guidance for nautical operators to adequately respond
in the event of a cyberattack.

I. INTRODUCTION

With the growing digitalization of the commercial shipping
industry also the surface for cyberattacks increases [2], tar-
geting both, on-shore and off-shore maritime infrastructures.
Reported incidents further confirm this increasing trend [8].
Whereas attacks against on-shore logistics infrastructures have
been known to cause great economic damage in the past,
recently, also various cyber threats on maritime systems on-
board vessels have been demonstrated to be possible, including
attacks on integrated bridge systems (IBSs) [6]. Such attacks
not only have a strong economic impact, but can also threaten
the safety of the environment and, more seriously, of crews
and passengers. However, in practice, cybersecurity incidents
stay largely undetected until they cause catastrophic events [9].
Attacks targeting the automatic identification system (AIS),
global navigation satellite systems (GNSSs), and satellite-
based communication are well understood and, nowadays,
often do not require expert knowledge or expensive hardware
equipment. Consequently, research on maritime cybersecurity
is concerned with developing appropriate preventive and de-
tective methods against such attacks. However, attacks that
directly target IBSs at network-level, and particularly appro-
priate countermeasures, have only recently become the focus
of current research. In this context, cyber threats are explicitly
mentioned in the IEC 61162-460 standard for higher safety and
security as well as improvements of communication integrity
in maritime networks, but concrete security solutions besides
common and rather generic measures are missing.

Although the goal is ideally complete prevention of cyber
incidents, this is generally difficult to achieve in practice.
Hence, defense-in-depth requires additional security measures
like NIDSs. Well-established tools such as snort or zeek have
the advantage to provide broad and accurate coverage for

unencrypted traffic of common Internet protocols. Thus, they
are widely used for network analysis and intrusion detection
in modern intranets and on-shore IT infrastructures.

However, providing satisfying results for attacks against
the special domain-specific protocols used in IBSs with con-
ventional tools would require non-trivial configurations and
adaptions. Therefore, we propose a novel NIDS framework
specialized for the detection of attacks on ship navigation and
tailored to the requirements of maritime systems, i.e., IBSs,
which facilitates its deployment in general shipboard networks.
At the same time, our approach provides an ergonomic HMI
designed to enable nautical operators to quickly assess the
extent of detected incidents and the resulting risks and initiate
suitable response measures.1

II. BACKGROUND & RELATED WORK

In principle, there are two NIDS paradigms: i) misuse
detection explicitly defining abnormal network behavior al-
lowing for attack signatures, and ii) anomaly detection defining
normal behavior. The latter has the potential to detect novel
kinds of attacks or attacks that are difficult to define but may
cause higher false positive rates, which sometimes hinders ac-
ceptance. Thus, reducing false positives poses a key challenge.

In maritime systems, both paradigms are promising to
mitigate cyber threats, with anomaly-based methods currently
predominating in the scientific community. In their extensive
survey on state-of-the-art of maritime anomaly detection [7],
Riveiro et al. conclude that there are already a few approaches
for analyzing the network topology of maritime systems, but
none represents an actual NIDS. In their recent work towards
specialized NIDSs for maritime systems [1], Amro et al. pro-
pose multiple different anomaly detection methods for attacks
on the communication of nautical data. To evaluate the perfor-
mance of the detection, they use simulated attacks. Focusing
on machine-in-the-middle (MitM) attacks, they conclude that
those attacks can only be reliably detected by the proposed
methods if adversaries are not using the full potential of
the MitM position. However, the proposed NIDS constitutes
an approach on the technical level but does not incorporate
that future users are not security experts but rather nautical
operators. To the best of our knowledge, there is no maritime
NIDS that takes into account the unique needs of navigators
who must assess incident alarms to determine the resulting
risks and make time-critical decisions about how to respond.

1CIM was developed in the research project SINAV funded by the German
Federal Ministry for Digital and Transport (BMDV).
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Fig. 1. CIM’s capability to detect an exemplary GPS manipulation attack (a) conducted by a network-level adversary that injects malicious data into the
network. Our technical evaluation (b) demonstrates the different detection methods of CIM’s NIDS-based anomaly detection whose indications are passed to
the navigator-centric HMI (c) that alerts and instructs bridge crews in case of cyber incidents.

III. MARITIME NIDS FOR SHIP NAVIGATORS

To bridge this gap, we introduce a Cyber Incident Mon-
itor (CIM) for monitoring nautical communication. CIM is
based on a maritime NIDS tailored for navigational IBSs
and a specifically designed HMI. The detection focuses on
on-the-side attacks within these systems since they are less
complex to accomplish, more realistic, and thus more likely to
occur than MitM attacks. On-the-side attacks can be executed
by any maliciously introduced or compromised device in the
network, whereas MitM attacks require the malicious device
to be in a special network position, for the anomaly detection
on the application layer, the NIDS utilizes three fundamental
methods: 1 protocol-based approaches identifying denial of
service attacks and unusual frequency of message delivery,
2 content-based approaches checking the plausibility of val-

ues and deviations between their payloads, and 3 structure-
based approaches using a defined or learned topology to be
expressed as a set of rules. Violations of such rules, e.g.,
induced by malicious devices, are detected. The detection
methods of our approach have been simulatively evaluated
using the BRidge Attack Tool (BRAT) [3]. The evaluation shows
in general that the implemented attacks can be detected quickly
and reliably by all three detection methods. Although the
NIDS already includes approaches to reduce false positives,
they cannot be eliminated completely with our approach,
which consequently poses a challenge for future work.

To highlight the interaction of CIM’s NIDS and its HMI
component, we briefly show a simulated course manipulation
attack ( A in Fig. 1(a)). The adversary exemplarily attempts to
change the displayed position of the vessel by superimposing
forged position data. Even a stealthy, i.e., slow-growing,
deviation from the original course induced by the attacker is
detected promptly using CIM’s detection methods (Fig. 1(b)).
Their individual indications can be weighted and combined to
reduce false positives and, thus, further improve the effective-
ness of our approach, before they are passed to the HMI.

CIM’s ergonomic HMI, designed specifically for nauti-
cal operators, presents alarms and possible detections in a
manner familiar to the user and in compliance with the

IMO performance standards for bridge alert management [4].
Figure 1(c) shows the alerts issued by the system due to
the exemplary course manipulation attack. Furthermore, CIM
presents specific instructions as decision support for incident
response in form of a checklist. Recommended actions include
verifying potentially corrupted information, using alternate
data sources to safely continue the journey, and taking steps
to restore the bridge systems to a normal state. The HMI has
been developed iteratively from defined user requirements and
initial prototypes to the implemented application, following
a human-centered design approach [5]. Four nautical experts
participated in a formative evaluation. By observing, em-
ploying the think-aloud protocol, and conducting post-session
interviews, we were able to elicit suggestions for improving
the usability, which were incorporated in the final version
of CIM. Similarly, the presented decision support has been
defined and refined in several interviews with nautical experts.

Overall, with CIM we have developed a NIDS framework
tailored to IBSs that can detect anomalies in the communica-
tion of nautical data and guide navigators through the heavy
seas of cyberattacks by means of an ergonomic HMI.
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