2. Mobility across networks: Mobile IP

In this section, we study a new mechanism, which enables mobile devices to
move from one IP subnet to another ... without changing their IP addresses.

This mechanism, called “Mobile IP”,

» solves the “macro” mobility management problem
Example: Change from one Ethernet segment to another or to WLAN or to UMTS or ...

* is less well suited for “micro” mobility management
Example: Handoff amongst wireless transceivers, each covering a small area.

2.1. Motivation for Mobile IP

2.2. Design goals, assumptions and outline of operation

2.3. Addressing with Mobile IP

2.4. Routing with Mobile IP: Tunneling

2.5. Agent Advertisements

Note:
* We study Mobile IPv4 only: RFC 3344, Aug. 2002.
» Detailed information about Mobile IPv6 (RFC 3775, June 2004) is available at the IET(I;.
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2.1. Motivation for Mobile IP

Home
Network

Internet

* Manager X of company 4com works in a hotel room and wants to access documents on
the company server to finish a report. The hotel offers Internet access.

Transparency: X can work on his laptop like he does in his office.

» Colleague Y wants to work on parts of the report. He needs access to special software
running in X’s Laptop. How does Y reach X's Laptop?

» Transparency: The Laptop can always be reached using the same address.
A static DNS name is possible!

* X needs to go to a meeting, Y is not ready yet. For this reason, Y wants to download the
document. With the download still active, X needs to go.

e X starts the Internet access via his mobile (phone) and takes the laptop with him.

No interruption of active connections in case of network change!

27
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Mobility in the Internet

IS as old as the Internet itself !

Spring 1973: Bob Kahn and Vint Cerf discuss about the interconnection of networks.
October 1977:  The first 3-network-system (Packet Radio Network, SATNET, ARPANET).

[MHD

ARPANET

28
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What's new in , Mobile IP* ?

The Internet Engineering Steering Group (IESG) passed RFC 2002 ,IP Mobility Support®
in June 1996. It was published in November 1996. The current version is RFC 3344.

Mobile IP supports mobility with transparent routing across networks.
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Mobility across networks without Mobile IP ?
3.0.0.250

Router 3.0.0.201
a B —_
1.0.0.150 2.0.0.129 20.0.249 300217 ﬂ
a Router b
A
Router
a c b
1.0.0.2 2.0.0.247 4.0.0.138

4.0.0.115
routing Dest/Prefix Send to interface
table .
1.0.0.0/24 Direct to dest a
router A ,
2.0.0.0/24 Direct to dest b
3.0.0.0/24 2.0.0.249 b
4.0.0.0/24 2.0.0.247 b
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Mobility across networks without Mobile IP (2) ?

Router b Net 3
B 3.0.0.0
Net 1 a Router
1.0.0.0 A

Router
a) Use the home address in the foreign network:

C

3.0.0.201

» Station is not reachable
- IP address are structured hierarchically: (netid, hostid).
- Routing across networks usually is based on the netid ( efficiency !)
- In this case, the mobile station is not reachable in the foreign network if using the home address !

e Host-specific routing does not scale

e Risk of “confusion” in the foreign network
- Transmitting packets with foreign source-netid may cause unpredictable reactions.
(A lot of protocols are based on the assumption of consistent netids inside subnetworks).

b) Use a new (foreign) address in the foreign network:

» Station is not reachable
- Nobody knows the new address. For this reason, nobody sends messages to this address.

 Interruption of TCP connections when changing the network
- TCP connections are identified by: (Source IP-Address+Port, Destination IP-Address+Port).
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2.2. Design goals, assumptions and outline of operation

Mobility without IP address change
* No change of IP address when changing to a different network
(e.g. when changing from Ethernet to Wireless LAN)

Mobility with active connections
* Active TCP connections survive change to different network

0-

Smooth integration into the existing wired network structure
* No change to hosts in existing networks;

however: full connectivity to these “conventional” stations.
* No change to existing routers;

except where desired.

Protection against deviation attacks
e Authentication of all messages with location updates.

Optimization for wireless communication
« Significantly reduced throughput and higher error rates when compared to wired world.

Optimization for end stations working on battery
» Keep the number and the length of management messages to a minimum!

Optimization for “macro-mobility”
« High overhead ok for maobility across networks (macro mobility).
* Less suitable for handover between cells (micro mobility). 32
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Assumptions (RFC 3344)

In general, the point of attachment to the Internet does not

change more frequently than once per second

IP unicast datagrams are
routed based on the

destination address only. I

L
‘ »
Mobile Communication
Copyright © 2008 Prof. Dr. Peter Martini, Dr. Matthias Frank, Institute of CS IV, University of Bonn Chapter 1.+ 2.

33




Outline of operation (RFC 3344, pp. 10, 11)

network or a foreign network.

message with it.

DHCP [13] (a co-located care-of address).

a foreign agent (Section 3).

* Mobility agents (i.e., foreign agents and home agents) advertise their presence via Agent
Advertisement messages (Section 2). A mobile node may optionally solicit an Agent Advertisement
message from any locally attached mobility agents through an Agent Solicitation message.

A mobile node receives these Agent Advertisements and determines whether it is on its home

* When the mobile node detects that it is located on its home network, it operates without mobility
services. If returning to its home network from being registered elsewhere, the mobile node
deregisters with its home agent, through exchange of a Registration Request and Registration Reply

* When a mobile node detects that it has moved to a foreign network, it obtains a care-of address
on the foreign network. The care-of address can either be determined from a foreign agent's
advertisements (a foreign agent care-of address), or by some external assignment mechanism such as

» The mobile node operating away from home then registers its new care-of address with its home
agent through exchange of a Registration Request and Registration Reply message with it, possibly via

o Datagrams sent to the mobile node's home address are intercepted by its home agent, tunneled
by the home agent to the mobile node's care-of address, received at the tunnel endpoint (either at a
foreign agent or at the mobile node itself), and finally delivered to the mobile node (Section 5.2.3).

* Inthe reverse direction, datagrams sent by the mobile node are generally delivered to their destination
using standard IP routing mechanisms, not necessarily passing through the home agent.
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2.3. Addressing with Mobile IP
1. Each mobile station gets a home IP address. .\
This is the identification independent from the current location.
3.0.0.201
2. Whenever visiting a foreign network, the mobile station is ‘\
additionally assigned a care-of address (CoA).
The CoA reflects the current Internet access.
3.0.0.201
€ 404711

3. Mobile IP makes sure that the care-of address is
communicated to the ,Home Agent*“.

Home
Agent

PEE

Copyright © 2008 Prof. Dr. Peter Martini, Dr. Matthias Frank, Institute of CS IV, University of Bonn
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Transparent routing to mobile stations

4. The Home Agent forwards IP packets destined to the mobile
station via a tunnel to the care-of address.

This one is for 3.0.0.201

Home It needs to be encapsulated
Agent and forwarded to 4.0.47.11.
| 3.0.0.201
S . The Internet”
,\
NY € 404711

5. At the care-of address, the original packet is removed from o ,
. . . Deliver with local mechanisms to
the tunnel and delivered to the mobile station T SE

o 3.0.0.201
>
[
€
4.0.47.11
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Home Agent and Foreign Agent

A Home Agent
is a router interconnected to the home link of the mobile station which
- knows the current care-of address of the mobile station,

- intercepts packets destined to the home address of the mobile station and tunnels these
packets to the care-of address.

A Foreign Agent
is a router interconnected to the foreign link of the mobile station which
- supports the mobile station when communicating its care-of address,
- may allocate the care-of address and
- decapsulates tunneled packets to the mobile station.

mobile station
“visiting“

Foreign
Agent

mobile station
“at home*

Any structure
with routers
and links

Foreign Agent Home Link
(may be virtual)

Foreign Link 37
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Intercepting packets to the mobile station

The conventional routing mechanisms used in the Internet make sure that packets
sent to the home address of a mobile station are forwarded to the home link, i.e. to the
home agent.

The home agent intercepts the packets and “tunnels® them to the care-of address.

router

home
agent

home link

home link
\ IP packet to a
“l can reach all destinations mobile station
with the network prefix of represented by the
the home link." home agent.
Mobile Communication 38
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Home address und home link

The ,home address”
* isthe home IP address of a mobile station,

« does not change when the network attachment of the mobile
station is changed,

* changes as often and for the same reasons as the IP address of
immobile stations,

» is closely related to the home agent and to the home link,

* isthe IP source address of (aimost) all data packets sent by the
mobile station,

 isthe IP destination address of all data packets destined to
the mobile station.

The home link
 is defined by the network prefix of the IP address of the mobile station,
* may be real (a corresponding physical medium exists),

* may be virtual (there is nothing but software in the Home Agent).
— In this case, the mobile station is never at home.

39
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Care-of address

A ,care-of address”

* is an IP address allocated to the mobile station in the
foreign network,

« is specific for the currently visited foreign network,
e changes when changing the visited network,
« identifies the end of a mobile IP tunnel,

* is not the source address of “ordinary” data packets sent

by the mobile station (but: source address of Mobile IP specific
packets),

* is not known to DNS.

A Foreign Agent care-of address
e isan IP address of a Foreign Agent (identifying a specific network attachment),
» may be allocated to many mobile stations at the same time.

A Co-located care-of address

e isan IP address currently allocated to a network attachment of the mobile station,
» must have the same network prefix as the corresponding foreign link,

* may be allocated manually or via DHCP (Dynamic Host Configuration Protocol).

Mobile Communication
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Addressing in the foreign network

The foreign link usually requires the mapping of network-specific
addresses.

Challenge: Address Translation / Address Mapping
(Mapping of IP addresses to network-specific addresses)

How about ... : ARP (Address Resolution Protocol) ?

.l am (IP-Home-Address);

A

AR uest

But: This is forbidden !

Why ?  An ARP-Request with foreign IP source address may
result in significant confusion.

While the mobile node is away from home,

it MUST NOT transmit any broadcast ARP Request or ARP Reply messages.
RFC 3344, IP Mobility Support for IPv4, Aug. 2002
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2.4. Routing with Mobile IP: Tunneling

A tunnel

is a path followed by an IP packet while encapsulated.
Tunnels have well-defined starting and termination points.

IP Src: Original Sender
IP Dst.. Ultimate Destination

| Header | payload
IP Src: Tunnel Entry-Point
IP Dst.: Tunnel Exit-Point
Outer Header | Header | payload

Tunneled packets carry the “IP"-ID in the ,, protocol” field of the IP-Header:
"IPin IP“.

42
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Tunnel en-/decapsulation using a virtual interface

Tunnel encapsulation may be done using a virtual interface:
Encapsulation: The original packet is encapsulated into a packet to the care-of address.
Decapsulation: The virtual interface at the care-of address unpacks the original packet.

Example:

7.7.7.0 the home link of a mobile station

6.6.6.0 an additional IP subnetwork to which the Home Agent is attached
7.7.7.1 the Home Address of a mobile station

1.11.1 the care-of address of the same mobile station

6.6.6.254 the IP address of the Default Router of the Home Agent
6.6.6.253 the IP address of the Home Agent in IP subnetwork 6.6.6.0
7.7.7.253 the IP address of the Home Agent in IP subnetwork 7.7.7.0

l\‘/gile node‘s home address: 7.7.7.1 Home Agent: 6.6.6.253

care-of address: 1.1.1.1 Router: 6.6.6.254 Home Agent: 7.7.7.253

7.7.7.0
(Home Link)

Foreign Agent Router Home Agent

43
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Encapsulation by virtual interface

Higher Layers of Home Agent (e.g., TCP, UDP)

-~

Routing Table of Home Agent

Dest. Next Hop Interface v |
6.6.6.0 | direct a IP Routing Software of Home Agent
7.7.7.0 direct b yy Y
7.7.7.1] 1.1.1.1 o ! ! !
ULACLIOEION O LIOEIORE D a Phys. Interface | | Phys. Interface Virtual

a b Interface

(e.g. Bluetooth o
Device Driver (Tunnel
and Hardware) Encapsulation)

7.7.7.253 L

Home Agent:
7.7.7.253

The virtual interface encapsulates
packets to 7.7.7.1 into

packetsto 1.1.1.1 and

returns these to the

IP routing software.

(e.g. Ethernet
Device Driver
and Hardware)

6.6.6.253
6.6.6.0

Mobile node‘s home address: 7.7.7.1

/

Home Agent: 6.6.6.253

care-of address: 1.1.1.1 Router: 6.6.6.254

(Home Link)

Router

Foreign Agent

Home Agent
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Decapsulation by virtual interface
Higher Layers of Forelgn“Agent (e.g., TCP, UDP) / Routing Table of Foreign Agent
| v Dest. Next Hop Interface
IP Routing Software of Foreign Agent 5.5.5.0 direct a
7'y 7y X 7.7.7.1 direct a
1 il 1.1.1.0 direct b
Virtual Phys. Interface Phys. Interface UeWool || dedododiad &
Interface a b
o (e.g. Bluetooth (e.g. Ethernet The virtual interface accepts all
(Tunnel Device Driver Device Driver packets to 1.1.1.1, unpacks and
Decapsulation) and Hardware) and Hardware) return packets to 7.7.7.1 to the
1 555253  1.1.1.1 [Bettpdelivale
home address: 7.7.7.1
\ FA: 5.5.5.253 care-of address: 1.1.1.1
/ Router: 1.1.1.254
& (Home Link)
Foreign Agent Router Home Agent 45
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Triangle Routing

Internet

=

Foreign Link

——%
Foreign Agent

Home Agent

Correspondent Node
The communication partner
of the mobile station
In the Internet

According to Mobile IP
« all packets are sent directly from the mobile station to the correspondent node,

+ all packets to the mobile station are sent to the Home Agent first and tunneled from
there to the mobile station.

For security reasons (location hiding) the IETF did not want to make other stations (= stations other
than the Home Agents) aware of the care-of address (route optimization has later been added).

46
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Route Optimization
In cases where there is no need for location hiding, routing may be optimized:

In early work: low priority issue:

In many cases the mobile station

or the correspondent node will be

close to the Home Agent

(Triangle routing does not waste that many
resources)

Internet

Foreign Link

Foreign Agent Home Agent

Correspondent Node

With Route Optimization:
* the care-of address is communicated to the communication partner,
« this “correspondent node” tunnels directly to the care-of address,

« there could be a significant vulnerability (remote redirection) if the care-of address registration
@would not be authenticated.

Mobile IPv4 as specified in RFC 3344 does not include route optimization.

47
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Reverse Tunneling (RFC 3024)

Internet

(et

Sl

Foreign Agent

Foreign Link

Many routers implement security policies such as ,ingress filtering“ and “egress filtering” that
do not allow forwarding of packets with a Source Address which appears topologically

incorrect.
In these environments, mobile nodes may use “reverse tunneling” with the care-of address as
the Source Address.
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2.5. Agent Advertisements
Mobility agents transmit “Agent Advertisements” to advertise their services
on the link.
IPsrc = Agent's Address 1

IPdst = Broadcast

IPprotocol = ICMP Adv:;?igg:n -

lam: FAX , HA]

FA's Care-of Address |}
Agent
~—4 Agent Advertisement
4‘ . g
S . Link
Internet
Mobile
Node
Mobile devices analyze these Agent Advertisements. This way they
» determine whether they are at home or on a foreign link,
e learn care-of addresses of the corresponding Foreign Agents. 9
4
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Reminder: IP datagrams

Network layer PDUs (0si layer 3) are called “packets”. In case of IP they are also called
Internet datagram, short: IP datagram; even shorter: datagram.

Length in bytes

Copyright © 2008 Prof. Dr. Peter Martini, Dr. Matthias Frank, Institute of CS IV, University of Bonn
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T T T T T T

1 Version IHL I |

1 type of service > |precedence| D | T | R |unused

2 total length

2 identification

1| 0 |DF|MF| offset

1 offset (continued)

1 time to live

1 protocol

2 header checksum

4 source address

4 destination address

variable options
variable padding IPv4 d atagrams
data
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Reminder: Protocols identified by IP
In the “protocol” field, (among others) the following protocols are identified:
Decimal _Keyword Protocol
0 Reserved
1 ICMP Internet Control Message
2 IGMP Internet Group Management
3 GGP Gateway-to-Gateway
4 P IP in IP (encapsulation)
5 ST Stream
6 TCP Transmission Control
8 EGP Exterior Gateway
17 UDP User Datagram
29 ISO-TP4 ISO Transport Protocol Class 4
38 IDPR-CMTP IPDR Control Messenger Transport Protocol
80 ISO-IP ISO Internet Protocol (CLNP)
88 IGRP IGRP (proprietary CISCO routing protocol)
89 OSPF Open Shortest Path First
255 Reserved
51




Reminder: ICMP PDUs

It is desirable to allow routers and hosts to notify other stations about special
events, errors etc. Here is where the

Internet Control Message Protocol (ICMP)

enters the scene. After the first 32 bits, the structure of the ICMP PDU strongly
depends on the type field.

Type Code Checksum
Type ICMP Message
0 Echo Reply
3 Destination Unreachable (Datagram cannot be delivered, eg. destination host unknown)
4 Source Quench (Natification to the sender that the path to the destination is congested)
5 Redirect (A router tells a host to change the route)
8 Echo Request (“Ping“; testing the path to the destination and back to the sender)
9 Router Advertisement (A router tells about its existence)
10 Router Solicitation (A host looks for a router)
11  Time Exceeded for a Datagram
12  Parameter Problem on a Datagram
13 Timestamp Request (Synchronization of clocks)
14  Timestamp Reply
15 Information Request
16 Information Reply
Mobile Communication 52
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Mobility Agent Advertisement Extension (RFC 3344)
Originally, the IP addresses of routers in a specific subnetwork had to be configured
manually. Then “ICMP Router Advertisement* was specified in RFC 1256.
»Mobile IP* is an extension of ICMP Router Advertisement.
1 Byte | 1 Byte | 1 Byte | 1 Byte
[« > > > >
Vers = 4| IHL | Type of Service Total Length
Identification Flags| Offset REC 791:
Timeto Live =1 | Protocol = ICMP Header Checksum i
: — IP-Header
Source Address = address of home and/or foreign agent on this link
Dest. Add. = 255.255.255.255 (broadcast) or 224.0.0.1 (multicast)
Type =9 Code Checksum ’
Num Addrs |Addr Entry Size| Lifetime (of this Advertisement)
Router Address [1] REC 1256:
Pref Level [1 ) .
reference Level [1] ICMP Router Advertisement
Router Address [2]
Preference Level [2]
\
Type = 16 | Length Sequence Number
(maximum) Registration Lifetime|R[B[H[FIM[G|r[T]  reserved RFC 3344:
Care-of Address [1] Mobility Agent Advertisement
Care-of Address [2] Extension
Type = 19 Length  |Prefix-Length [1]| Prefix-Length [2]| % Optional
+ Prefix Length Extension
53

Mobile Communication

Copyright © 2008 Prof. Dr. Peter Martini, Dr. Matthias Frank, Institute of CS IV, University of Bonn Chapter 1.+ 2.




Configuration for Mobile IP
“Everything” apart data transport:
la Agent Advertisement

Home and Foreign Agents periodically broadcast Agent Advertisements
which are received by all nodes on the link

1b Agent Solicitation

“Impatient” mobile nodes may “trigger” an Agent Advertisement
2. Mobile nodes (MN) “examine” the Agent Advertisement (home or foreign link?)
3. MN on foreign link obtain care-of address (COA)

(Foreign Agent COA from Advertisement, co-located COA manually/DHCP)

4, MN registers the COA with its Home Agent (possibly via Foreign Agent)

Now, data transport from and to MN is possible (previous slides).

When the MN moves to other foreign links or back to the home link:

5.a MN performs steps 1 - 4 to register new location (new COA).
Simultaneous binding of several COAs/several locations is possible.

5.b Returning to the home link, MN “de”-registers with Home Agent 54
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Terminology (RFC 2002, RFC 3344)

RFC 2002 (Mobile IP) defines the following new functional entities:

Mobile Node
A host or router that changes its point of attachment from one network or subnetwork
to another. A mobile node may change its location without changing its IP address; it may
continue to communicate with other Internet nodes at any location using its (constant) IP
address, assuming link-layer connectivity to a point of attachment is available.

Home Agent:
A router on a mobile node’s home network which tunnels datagrams for delivery to the
mobile node when it is away from home, and maintains current location information
for the mobile node.

Foreign Agent:
A router on a mobile node’s visited network which provides routing services to the mobile
node while registered. The foreign agent detunnels and delivers datagrams to the mobile
node that were tunneled by the mobile node’s home agent. For datagrams sent by a
mobile node, the foreign agent may serve as a default router for registered mobile nodes.

55
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Terminology (2)

RFC 2002 (Mobile IP) defines the following important terms:

Agent Advertisement:
An advertisement message constructed by attaching a special extension to a router
advertisement message.

Care-of Address:
The termination point of a tunnel toward a mobile node, for datagrams forwarded to the
mobile node while it is away from home. The protocol can use two different types of care-
of address: a “foreign agent care-of address” is an address of a foreign agent with which
the mobile node is registered, and a “co-located care-of address” is an externally
obtained local address which the mobile node has associated with one of its own network
interfaces.

Foreign Network:
Any network other than the mobile node’s Home Network.

Home Address:
An IP address that is assigned for an extended period of time to a mobile node. It
remains unchanged regardless of where the node is attached to the Internet.

Home Network:
A network, possibly virtual, having a network prefix matching that of a mobile node’s
home address. Note that standard IP routing mechanisms will deliver datagrams
destined to a mobile node’s Home Address to the mobile node’s Home Network.
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Terminology (3)
Link:
A facility or medium over which nodes can communicate at the link layer. A link underlies
the network layer.
Link-Layer Address:
The address used to identify an endpoint of some communication over a physical link.
Typically, the Link-Layer address is an interface’s Media Access Control (MAC) address.
Mobility Agent:
Either a home agent or a foreign agent.
Mobility Binding:
The association of a home address with a care-of address, along with the remaining
lifetime of that association.
Tunnel:
The path followed by a datagram while it is encapsulated. The model is that, while it is
encapsulated, a datagram is routed to a knowledgeable decapsulating agent, which
decapsulates the datagram and then correctly delivers it to its ultimate destination.
Virtual Network:
A network with no physical instantiation beyond a router (with a physical network
interface on another network). The router (e.g., a home agent) generally advertises
reachability to a virtual network using conventional routing protocols.
Visited Network:
A network other than a mobile node’s Home network, to which the mobile node is currently
connected. 57
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