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This document presents the decompiled output generated by Dream [1] and Hex-Rays for selected
functions. The presented functions contain functions from malware as well as benign programs. The
reader can get a personal impression on the readability improvements offered by Dream compared to
Hex-Rays.

1 Functions taken from malware samples

Here we show code snippets from our experiments of decompiling three samples from the ZeusP2P,
Cridex, and SpyEye families.

1.1 Cridex 1

Hex-Rays generated the following code

1 i n t u s e r c a l l sub 408A70<eax>( i n t a1<ebx>, i n t a2 ) {
2 i n t v2 ; // ebp@1
3 i n t v3 ; // esi@1
4 unsigned i n t v4 ; // eax@1
5 i n t v5 ; // esi@1
6 i n t v6 ; // edi@2
7 i n t v7 ; // ecx@3
8 i n t v8 ; // edx@5
9 i n t v9 ; // eax@7

10 i n t v10 ; // edi@10
11 i n t v11 ; // esi@11
12 char v12 ; // al@12
13 i n t v13 ; // edx@14
14 i n t v14 ; // eax@16
15 bool v15 ; // cf@24
16 i n t r e s u l t ; // eax@25
17 i n t v17 ; // [ sp+Ch ] [ bp−Ch]@2
18 i n t v18 ; // [ sp+10h ] [ bp−8h ]@1
19 unsigned i n t v19 ; // [ sp+14h ] [ bp−4h ]@1
20 i n t v20 ; // [ sp+1Ch ] [ bp+4h ]@1
21

22 v2 = a2 ;
23 v3 = ∗( DWORD ∗) (∗ ( DWORD ∗) ( a2 + 60) + a2 + 120) ;
24 v4 = ∗( DWORD ∗) ( v3 + a2 + 24) ;
25 v5 = a2 + v3 ;
26 v18 = v5 ;
27 v20 = 0 ;
28 v19 = v4 ;
29 i f ( v4 ) {
30 v6 = v2 + ∗( DWORD ∗) ( v5 + 32) ;
31 v17 = v2 + ∗( DWORD ∗) ( v5 + 32) ;
32 whi le ( 1 ) {
33 v7 = v2 + ∗( DWORD ∗) v6 ;
34 i f ( v7 && a1 ) {
35 v8 = 0 ;
36 i f ( ∗( BYTE ∗) v7 ) {
37 do
38 ++v8 ;
39 whi le ( ∗( BYTE ∗) ( v8 + v7 ) ) ;
40 }
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41 v9 = 0 ;
42 i f ( ∗( BYTE ∗) a1 ) {
43 do
44 ++v9 ;
45 whi le ( ∗( BYTE ∗) ( v9 + a1 ) ) ;
46 }
47 i f ( v8 == v9 )
48 break ;
49 }
50 LABEL 24 :
51 v6 += 4 ;
52 v15 = v20++ + 1 < v19 ;
53 v17 = v6 ;
54 i f ( ! v15 )
55 goto LABEL 25 ;
56 }
57 v10 = v8 + v7 ;
58 i f ( v7 < ( unsigned i n t ) ( v8 + v7 ) ) {
59 v11 = a1 − v7 ;
60 do{
61 v12 = ∗( BYTE ∗) v7 ;
62 i f ( ∗( BYTE ∗) v7 < ’A ’ | | v12 > ’Z ’ )
63 v13 = v12 ;
64 e l s e
65 v13 = v12 + 32 ;
66 LOBYTE( v14 ) = ∗( BYTE ∗) ( v11 + v7 ) ;
67 i f ( ( char ) v14 < ’A ’ | | ( char ) v14 > ’Z ’ )
68 v14 = ( char ) v14 ;
69 e l s e
70 v14 = ( char ) v14 + 32 ;
71 i f ( v13 != v14 ) {
72 v5 = v18 ;
73 v6 = v17 ;
74 goto LABEL 24 ;
75 }
76 ++v7 ;
77 }whi le ( v7 < ( unsigned i n t ) v10 ) ;
78 v5 = v18 ;
79 }
80 r e s u l t = v2 + ∗( DWORD ∗) (∗ ( DWORD ∗) ( v5 + 28) + 4 ∗ ∗( WORD ∗) (∗ ( DWORD ∗) ( v5 + 36) + 2

∗ v20 + v2 ) + v2 ) ;
81 }
82 e l s e {
83 LABEL 25 :
84 r e s u l t = 0 ;
85 }
86 re turn r e s u l t ;
87 }

Dream generated the following code

1 void ∗ sub 408A70 ( char ∗ s t r1 , void ∗ a1 ) {
2 i n t v1 = ∗ (∗ ( a1 + 0x3c ) + a1 + 0x78 ) ;
3 i n t v2 = ∗( v1 + a1 + 0x18 ) ;
4 void ∗ v3 = v1 + a1 ;
5 i n t i = 0 ;
6 i f ( v2 ) {
7 i n t v4 = ∗( v3 + 0x20 ) ;
8 void ∗ v5 = v4 + a1 ;
9 void ∗ v6 = v4 + a1 ;

10 do{
11 v6 = v5 ;
12 char ∗ s t r = ∗( v6 ) + a1 ;
13 i f ( s t r && s t r 1 ) {
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14 s i z e t l en = s t r l e n ( s t r ) ;
15 i f ( l en == s t r l e n ( s t r 1 ) ) {
16 bool cond1 = s t r >= len +s t r ;
17 i n t r e s u l t ;
18 i f ( ! cond1 )
19 r e s u l t = strcmpi ( s t r , s t r 1 ) ;
20 i f ( cond1 | | ! r e s u l t )
21 re turn ∗ (∗ ( v3 + 0x1c ) + ∗ (∗ ( v3 + 0x24 ) + i ∗ 2 + a1 ) ∗ 4 + a1 ) + a1 ;
22 }
23 }
24 i++;
25 v5 = v6 + 4 ;
26 v6 += 4 ;
27 }whi le ( i < v2 ) ;
28 }
29 re turn 0 ;
30 }

1.2 Cridex 2

Hex-Rays generated the following code

1 s igned i n t u s e r c a l l en c ryp t s e s s i on key<eax>( i n t a1<edi >, HCRYPTKEY hKey , HCRYPTKEY
hExpKey)

2 {
3 s igned i n t v3 ; // esi@1
4 BYTE ∗v4 ; // eax@1
5 i n t v5 ; // eax@4
6 DWORD v6 ; // esi@4
7 LPVOID lpMem ; // [ sp+4h ] [ bp−Ch]@1
8 DWORD pdwDataLen ; // [ sp+8h ] [ bp−8h ]@2
9 i n t v10 ; // [ sp+Ch ] [ bp−4h ]@2

10

11 v3 = 0 ;
12 v4 = (BYTE ∗) HeapAlloc (hHeap , 8u , 0x8Cu) ;
13 lpMem = v4 ;
14 i f ( v4 )
15 {
16 pdwDataLen = 140 ;
17 v10 = 0 ;
18 i f ( CryptExportKey (hKey , hExpKey , SIMPLEBLOB, 0 , v4 , &pdwDataLen ) )
19 {
20 i f ( pdwDataLen != 12 )
21 {
22 v5 = a1 ;
23 v6 = pdwDataLen − 12 ;
24 do
25 {
26 ∗( BYTE ∗) v5 = ∗ ( ( char ∗)lpMem + v5 − a1 + 12) ;
27 ++v5 ;
28 −−v6 ;
29 }
30 whi le ( v6 ) ;
31 }
32 v3 = 1 ;
33 }
34 HeapFree (hHeap , 0 , lpMem) ;
35 }
36 re turn v3 ;
37 }

Dream generated the following code

1 en c r yp t s e s s i on k ey (HCRYPTKEY hKey , HCRYPTKEY hExpKey , char ∗ de s t i n a t i on ) {
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2 i n t r e s u l t = 0 ;
3 LPVOID pbData = HeapAlloc (hHeap , 8 , 0x8c ) ;
4 i f ( pbData ) {
5 DWORD pdwDataLen = 0x8c ;
6 i f ( CryptExportKey (hKey , hExpKey , 1 , 0 , pbData , &(pdwDataLen ) ) ) {
7 memcpy( de s t i na t i on , pbData + 0xc , pdwDataLen − 0xc ) ;
8 r e s u l t = 1 ;
9 }

10 HeapFree (hHeap , 0 , pbData ) ;
11 }
12 re turn r e s u l t ;
13 }

1.3 Cridex 3

Hex-Rays generated the following code

1 i n t u s e r c a l l f tp pop 1 1<eax>( i n t a1<eax>, i n t a2<edx>, i n t a3 )
2 {
3 unsigned i n t v3 ; // ecx@1
4 i n t r e s u l t ; // eax@4
5 i n t v5 ; // esi@6
6 i n t v6 ; // edi@11
7 i n t v7 ; // eax@11
8

9 v3 = 0 ;
10 i f ( ! a1 )
11 goto LABEL 4 ;
12 whi le ( ∗( BYTE ∗) ( v3 + a2 ) != 32 )
13 {
14 ++v3 ;
15 i f ( v3 >= a1 )
16 goto LABEL 4 ;
17 }
18 i f ( ( s i gned i n t ) v3 <= 0 )
19 goto LABEL 4 ;
20 v5 = v3 + 1 ;
21 ∗( DWORD ∗) a3 = a2 ;
22 ∗( DWORD ∗) ( a3 + 4) = v3 ;
23 i f ( ( s i gned i n t ) ( v3 + 1) >= a1 )
24 goto LABEL 4 ;
25 whi le ( ∗( BYTE ∗) ( v5 + a2 ) == 32 )
26 {
27 ++v5 ;
28 i f ( v5 >= a1 )
29 re turn 0 ;
30 }
31 i f ( v5 < a1 && ( v6 = v5 + a2 , v7 = sub 401F90 ( v5 + a2 ) , v7 > 0) )
32 {
33 ∗( DWORD ∗) ( a3 + 8) = v6 ;
34 ∗( DWORD ∗) ( a3 + 12) = v7 ;
35 r e s u l t = v7 + v5 + 2 ;
36 }
37 e l s e
38 {
39 LABEL 4 :
40 r e s u l t = 0 ;
41 }
42 re turn r e s u l t ;
43 }

Dream generated the following code

1 f t p pop 1 1 ( i n t a1 , i n t a2 , void ∗ a3 ) {
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2 i f ( ! a1 )
3 re turn 0 ;
4 i n t i = 0 ;
5 do{
6 i f (∗ ( i + a2 ) == 0x20 ) {
7 i f ( i <= 0)
8 re turn 0 ;
9 i n t j = i + 1 ;

10 ∗( a3 ) = a2 ;
11 ∗( a3 + 4) = i ;
12 i f ( j >= a1 )
13 re turn 0 ;
14 do{
15 i f (∗ ( j + a2 ) != 0x20 ) {
16 i f ( j >= a1 )
17 re turn 0 ;
18 i n t v1 = j + a2 ;
19 i n t v2 = sub 401F90 ( v1 ) ;
20 i f ( v2 <= 0)
21 re turn 0 ;
22 e l s e {
23 ∗( a3 + 8) = v1 ;
24 ∗( a3 + 0xc ) = v2 ;
25 re turn v2 + j + 2 ;
26 }
27 }
28 j++;
29 }whi le ( j < a1 ) ;
30 re turn 0 ;
31 }
32 i++;
33 }whi le ( i < a1 ) ;
34 re turn 0 ;
35 }

1.4 Cridex 4

Hex-Rays generated the following code

1 i n t u s e r c a l l sub 403850<eax>( i n t a1<e s i >)
2 {
3 i n t v1 ; // edi@1
4 i n t v2 ; // eax@1
5 i n t v3 ; // ecx@2
6

7 v1 = 0 ;
8 v2 = g e t p r o c e s s l i s t ( ) ;
9 i f ( v2 )

10 {
11 v3 = v2 ;
12 i f ( ∗( DWORD ∗) ( v2 + 68) == a1 )
13 {
14 LABEL 5 :
15 v1 = ∗( DWORD ∗) ( v3 + 4) ;
16 }
17 e l s e
18 {
19 whi le ( ∗( DWORD ∗) v3 )
20 {
21 v3 += ∗( DWORD ∗) v3 ;
22 i f ( ∗( DWORD ∗) ( v3 + 68) == a1 )
23 goto LABEL 5 ;
24 }
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25 }
26 HeapFree (hHeap , 0 , (LPVOID) v2 ) ;
27 }
28 re turn v1 ;
29 }

Dream generated the following code

1 sub 403850 ( i n t a1 ) {
2 i n t r e s u l t = 0 ;
3 void ∗ lpMem = g e t p r o c e s s l i s t ( ) ;
4 i f ( lpMem) {
5 void ∗ v1 = lpMem ;
6 bool cond1 = ∗(lpMem + 0x44 ) == a1 ;
7 i n t i ;
8 i f ( ! cond1 )
9 do{

10 i = ∗( v1 ) ;
11 i f ( i )
12 v1 += ∗( v1 ) ;
13 }whi le (∗ ( v1 + 0x44 ) != a1 && i ) ;
14 i f ( cond1 | | i )
15 r e s u l t = ∗( v1 + 4) ;
16 HeapFree (hHeap , 0 , lpMem) ;
17 }
18 re turn r e s u l t ;
19 }

1.5 ZeusP2P

Hex-Rays generated the following code

1 i n t c d e c l sub 43E100 ( i n t a1 , unsigned i n t a2 )
2 {
3 i n t v2 ; // ecx@1
4 unsigned i n t v3 ; // esi@1
5 unsigned i n t v4 ; // edx@1
6 i n t r e s u l t ; // eax@1
7 unsigned i n t v6 ; // ecx@2
8

9 v2 = a1 + ∗( DWORD ∗) ( a1 + 60) ;
10 v3 = ∗( WORD ∗) ( v2 + 6) ;
11 v4 = 0 ;
12 r e s u l t = ∗( WORD ∗) ( v2 + 20) + v2 + 24 ;
13 i f ( ∗( WORD ∗) ( v2 + 6) )
14 {
15 whi le ( 1 )
16 {
17 v6 = ∗( DWORD ∗) ( r e s u l t + 12) ;
18 i f ( a2 >= v6 && a2 < v6 + ∗( DWORD ∗) ( r e s u l t + 8) )
19 break ;
20 ++v4 ;
21 r e s u l t += 40 ;
22 i f ( v4 >= v3 )
23 goto LABEL 5 ;
24 }
25 }
26 e l s e
27 {
28 LABEL 5 :
29 r e s u l t = 0 ;
30 }
31 re turn r e s u l t ;
32 }
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Dream generated the following code

1 sub 43E100 ( void ∗ a1 , i n t a2 ) {
2 void ∗ v1 = ∗( a1 + 0x3c ) + a1 ;
3 i n t v2 = ∗( v1 + 0x14 ) ;
4 i n t v3 = ∗( v1 + 6) ;
5 i n t i = 0 ;
6 void ∗ r e s u l t = v2 + v1 + 0x18 ;
7 i n t v5 ;
8 i n t v4 ;
9 i f ( v3 )

10 do{
11 v4 = ∗( r e s u l t + 0xc ) ;
12 i f ( a2 >= v4 )
13 v5 = ∗( r e s u l t + 8) + v4 ;
14 i f ( a2 < v5 && a2 >= v4 )
15 break ;
16 i++;
17 r e s u l t += 0x28 ;
18 }whi le ( i < v3 ) ;
19 i f ( ! v3 | | a2 < v4 | | a2 >= v5 )
20 r e s u l t = 0 ;
21 re turn r e s u l t ;
22 }

1.6 SpyEye

Here Hexrays produces a decompilation error since local variables v19 and v21 are used in line 21 before
being initialized in the function. Hexrays generated the following code

1 s igned i n t c d e c l sub 4638BB ( unsigned i n t a1 , unsigned i n t a2 , unsigned i n t a3 , unsigned
i n t ∗a4 , unsigned i n t ∗a5 , i n t a6 , i n t a7 , i n t a8 )

2 {
3 HANDLE v8 ; // eax@1
4 unsigned i n t v9 ; // eax@1
5 unsigned i n t v10 ; // edi@1
6 s igned i n t v12 ; // eax@3
7 s igned i n t v13 ; // eax@5
8 HANDLE v14 ; // eax@8
9 HANDLE v15 ; // eax@9

10 bool v16 ; // zf@12
11 HANDLE v17 ; // eax@16
12 HANDLE v18 ; // eax@17
13 DWORD v19 ; // [ sp+0h ] [ bp−14h ]@0
14 DWORD v20 ; // [ sp+0h ] [ bp−14h ]@1
15 SIZE T v21 ; // [ sp+4h ] [ bp−10h ]@0
16 void ∗v22 ; // [ sp+4h ] [ bp−10h ]@1
17 i n t v23 ; // [ sp+Ch ] [ bp−8h ]@3
18 i n t v24 ; // [ sp+10h ] [ bp−4h ]@3
19

20 v8 = GetProcessHeap ( ) ;
21 v9 = ( unsigned i n t ) HeapAlloc ( v8 , v19 , v21 ) ;
22 v10 = v9 ;
23 i f ( ! v9 )
24 re turn −4;
25 v23 = 0 ;
26 v12 = sub 4634E2 ( a4 , a3 , a1 , 0x101u , ( i n t ) dword 4571A0 , ( i n t ) dword 457220 , a6 , a8 , ( i n t )&

v23 , v9 ) ;
27 v24 = v12 ;
28 i f ( v12 )
29 {
30 v16 = v12 == −4;
31 goto LABEL 14 ;
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32 }
33 i f ( !∗ a4 )
34 goto LABEL 16 ;
35 v13 = sub 4634E2 ( a5 , a3 + 4 ∗ a1 , a2 , 0 , ( i n t ) dword 4572A0 , ( i n t ) dword 457318 , a7 , a8 , (

i n t )&v23 , v10 ) ;
36 v24 = v13 ;
37 i f ( v13 )
38 {
39 i f ( v13 == −4 )
40 goto LABEL 15 ;
41 v16 = v13 == −5;
42 LABEL 14 :
43 i f ( ! v16 )
44 goto LABEL 16 ;
45 LABEL 15 :
46 v24 = −3;
47 goto LABEL 16 ;
48 }
49 i f ( ∗a5 | | a1 <= 0x101 )
50 {
51 v14 = GetProcessHeap ( ) ;
52 i f ( HeapValidate ( v14 , 0 , (LPCVOID) v10 ) )
53 {
54 v15 = GetProcessHeap ( ) ;
55 HeapFree ( v15 , v20 , v22 ) ;
56 }
57 re turn 0 ;
58 }
59 LABEL 16 :
60 v17 = GetProcessHeap ( ) ;
61 i f ( HeapValidate ( v17 , 0 , (LPCVOID) v10 ) )
62 {
63 v18 = GetProcessHeap ( ) ;
64 HeapFree ( v18 , v20 , v22 ) ;
65 }
66 re turn v24 ;
67 }

Dream generated the following code

1 sub 4638BB ( i n t a1 , i n t a2 , i n t a3 , i n t a4 , void ∗ a5 , void ∗ a6 , i n t a7 , i n t a8 ) {
2 LPCVOID lpMem = HeapAlloc ( GetProcessHeap ( ) , 8 , 0x481 ) ;
3 i f ( ! lpMem)
4 re turn −4;
5 i n t v1 = 0 ;
6 i n t v2 = sub 4634E2 ( a1 , a2 , 0x101 , &(dword 4571A0 ) , &(dword 457220 ) , a3 , a4 , &(v1 ) ,

lpMem) ;
7 bool cond1 = v2 ;
8 bool v3 = f a l s e ;
9 i f ( cond1 )

10 v3 = v2 == −4;
11 bool cond3 = f a l s e ;
12 i n t v4 ;
13 bool cond2 = ! ∗ ( a5 ) ;
14 i f ( ! cond1 && ! cond2 ) {
15 v4 = sub 4634E2 ( a1 + a2 ∗ 4 , a7 , 0 , &(dword 4572A0 ) , &(dword 457318 ) , a8 , a4 , &(v1 ) ,

lpMem) ;
16 v2 = v4 ;
17 i f ( v4 ) {
18 cond3 = v4 == −4;
19 i f ( ! cond3 )
20 v3 = v4 == −5;
21 } e l s e i f (∗ ( a6 ) != v4 | | a2 <= 0x101 ) {
22 i f ( HeapValidate ( GetProcessHeap ( ) , 0 , lpMem) )
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23 HeapFree ( GetProcessHeap ( ) , 0 , lpMem) ;
24 re turn 0 ;
25 }
26 }
27 i f ( ( cond1 | | v4 ) && ( cond1 | | ! cond2 ) && ( cond3 | | ! v3 ) && ( ! cond1 | | ! v3 ) )
28 v2 = −3;
29 i f ( ! HeapValidate ( GetProcessHeap ( ) , 0 , lpMem) )
30 re turn v2 ;
31 HeapFree ( GetProcessHeap ( ) , 0 , lpMem) ;
32 re turn v2 ;
33 }

2 Some nonmalware examples

Here are some functions we wrote to illustrates Dream ability to structure certain cases in cases where
Hex-Rays cannot.

2.1 For loop

Hex-Rays generated the following code

1 i n t c d e c l f o r 1 ( i n t a1 , i n t a2 , i n t a3 )
2 {
3 char v3 ; // al@7
4 i n t v5 ; // [ sp+4h ] [ bp−Ch]@1
5 i n t v6 ; // [ sp+8h ] [ bp−8h ]@1
6 i n t v7 ; // [ sp+Ch ] [ bp−4h ]@1
7

8 v5 = 0 ;
9 v6 = 0 ;

10 v7 = 0 ;
11 whi le ( 1 )
12 {
13 v3 = v6 + 1 >= a3 && v5 >= a3 ? 0 : 1 ;
14 i f ( ! v3 )
15 break ;
16 v7 += v5 + v6 ;
17 i f ( ! ( v5 & 1) )
18 v5 += 2 ;
19 ++v5 ;
20 ++v6 ;
21 }
22 re turn v7 ;
23 }

Dream generated the following code

1 f o r 1 ( i n t a1 ) {
2 i n t r e s u l t = 0 ;
3 i n t i ;
4 i n t j ;
5 f o r ( i = 0 , j = 0 ; j + 1 < a1 | | i < a1 ; i++, j++){
6 r e s u l t += j + i ;
7 i f ( ! ( i & 1) )
8 i += 2 ;
9 }

10 re turn r e s u l t ;
11 }

2.2 Overlapping loop

Overlapping loops share parts of there bodies without being contained in one another.
Hex-Rays generated the following code
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1 i n t c d e c l mu l t i e x i t l o o p ( i n t a1 , i n t a2 )
2 {
3 i n t v3 ; // [ sp+4h ] [ bp−Ch]@1
4 i n t v4 ; // [ sp+8h ] [ bp−8h ]@1
5 i n t v5 ; // [ sp+Ch ] [ bp−4h ]@1
6

7 v3 = 0 ;
8 v4 = 0 ;
9 v5 = 0 ;

10 LABEL 2 :
11 ++v3 ;
12 do
13 {
14 v5 += v3 ;
15 i f ( v3 < a1 )
16 goto LABEL 2 ;
17 v5 += v4 ;
18 v3 = 0 ;
19 ++v4 ;
20 }
21 whi le ( v4 < a2 ) ;
22 re turn v5 ;
23 }

Dream generated the following code

1 mu l t i e x i t l o o p ( i n t a1 , i n t a2 ) {
2 i n t v1 = 0 ;
3 i n t i = 0 ;
4 i n t r e s u l t = 0 ;
5 bool cond1 = f a l s e ;
6 do{
7 v1++;
8 do{
9 r e s u l t += v1 ;

10 cond1 = v1 < a1 ;
11 i f ( cond1 )
12 break ;
13 r e s u l t += i ;
14 i++;
15 v1 = 0 ;
16 }whi le ( i < a2 ) ;
17 }whi le ( cond1 ) ;
18 re turn r e s u l t ;
19 }
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